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NOTE

In August 2025, the National Institute of Standards and Technology (NIST) has
standardized the algorithms defined in the ASCON cipher suite [1,2]. However,
this Master’s Thesis was completed before NIST’s standardization of ASCON. In-
stead, a third-party implementation of ASCON: LibAscon [3], was used in this the-
sis. Repeating this thesis research on the official implementations of the standard-
ized ASCON algorithms, available in the official ASCON GitHub repository [4],

is left for future work.
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Abstract

Comparative Study of Encryption Algorithms in Battery Powered Thread®

Networks for Smart Homes
by

Simeon Tran

In response to the security challenges inherent in the Internet of Things (IoT),
in 2023, National Institute of Standards and Technology (NIST) has endorsed
ASCON, a cipher suite designed to secure the communications between resource-
constrained IoT devices. Thread, a popular wireless mesh protocol designed for
smart homes and smart buildings, does not currently support ASCON. This thesis
describes how OpenThread, the open source implementation of Thread, can be
modified such that it is capable of using the encryption algorithms defined in the
ASCON cipher suite. Compared to the original version of OpenThread, this thesis
shows that the network performance and battery lifetime of smart home devices
are not negatively impacted when OpenThread is secured by ASCON encryption.
To the best of my knowledge, this thesis is the first to investigate the potential of
ASCON in securing the communications of smart home devices operating under

OpenThread.
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Chapter 1

Introduction

From smart homes to smart cities [5-7], IoT technologies power the world
that we live in today. Yet there exists a significant gap between the extensive
deployment of IoT devices and the extent to which these devices are secured [8].
The majority of IoT devices operate on minimal power — but the cost is that they
only have limited computational capability [6,8]; they do not have the ability to
run the encryption algorithms [7,9-12] traditionally used on desktop and laptop
computers. Such limitations have emboldened malicious actors to target these
types of devices in particular [6].

To address this problem, researchers have been developing “lightweight” en-
cryption algorithms [8-13] that facilitate secure communications for these devices

while simultaneously minimizing the amount of computation needed for encryp-



tion. In order to find the most suitable algorithm for this purpose, NIST began
hosting a competition in 2019 where they encouraged the academic community
to submit novel lightweight encryption algorithms [8,10,14]. The winner of the
competition was the ASCON cipher suite; NIST announced its endorsement of
ASCON in February 2023 [14]. The IEEE Standards Committee is updating
802.15.4 such that the protocol has the ability to be secured by ASCON-128a and
ASCON-128 [15-17]. The IEEE standards proposal to add these two ASCON
encryption algorithms: P802.15.4ae, is expected to be submitted for revisions in
December 2026 [15,17].

Much previous work has been done to examine the performance and secu-
rity of ASCON [14, 18-23], but there has been little research [21,23] that ex-
amines ASCON in real world environments. There was no research that tested
the use of ASCON on commercial smart home devices. This thesis examines the
potential of the ASCON cipher suite in securing the communications of smart
home devices when using the Thread [24,25] commercial IoT protocol, and how
OpenThread [26], Google’s open source implementation of Thread, can be modi-
fied to use ASCON encryption. A comparative study is conducted to show that
when OpenThread is secured with ASCON, the delay, throughput, packet loss,
and battery life of smart home devices are not adversely affected compared to

when using OpenThread unmodified, secured with AES-CCM.



This thesis is structured into five further chapters. Chapter 2 gives a detailed
description of AES, ASCON, Thread, and CoAP, along with a discussion on re-
lated work, and describes the hardware platform used in this thesis. Chapter 3
describes the replacement of the existing symmetric cipher with ASCON. Chapter
4 discusses the experimental setups for comparative studies. Results of experi-
ments are presented in Chapter 5. Chapter 6 concludes the thesis, and discusses

the possibilities for further work.



Chapter 2

Background

2.1 AES

2.1.1 Overview

AES, formerly known as Rjindael, is the encryption algorithm that won the
“Advanced Encryption Standard (AES)” competition hosted by NIST from 1997
to 2000 [27,28]. NIST chose Rjindael because, relative to the competing algo-
rithms, it was able to effectively balance performance without sacrificing the se-
curity of encrypted information. After endorsing Rjindael as the winner in 2000,
NIST created three variations of Rjindael that would be available to the U.S. gov-
ernment and commercial organizations: AES-128, AES-192, and AES-256 [27].

In this thesis, the acronym “AES” will be used to refer to the Rjindael algorithm



and all variations of it that were made by NIST, and not the competition.

2.1.2 Encryption Algorithms

Key length Block size | Number of rounds
Nk (inbits) | Nb (in bits) Nr
AES-128 | 4 128 4 128 10
AES-192 | 6 192 4 128 12
AES-256 | 8 256 4 128 14

Figure 2.1: Differences between AES-128, AES-192, and AES-256 [27].

The AES specification [27] states that the encryption algorithms: AES-128,
AES-192, and AES-256, protect the confidentiality of plaintext data by manip-
ulating it through the use of substitution operations. The number of rounds of
substitution operations performed on the plaintext or ciphertext, during encryp-
tion and decryption respectively, differ between the encryption algorithms. The
length of the symmetric key used between the algorithms also differ in size: AES-
128, AES-192, AES-256 utilize keys of length 16, 24, and 32 bytes, respectively.
Under each of the three algorithms, the ciphertext is always the same length as
the plaintext.

A disadvantage with AES-128, AES-192, and AES-256 is that they are un-

able to verify the integrity of ciphertext data during decryption. However, NIST



has created “block cipher modes” [29,30] of AES, modified versions that provide

confidentiality and integrity for the plaintext being encrypted.

2.1.3 AES-CCM

The AES-CCM encryption algorithm is a “block cipher” variation of AES that,
beyond protecting the confidentiality of plaintext data, can determine the integrity
of ciphertext data [30]. AES-CCM is used in the 802.15.4 standard [31,32] and in
Thread [33].

AES-CCM requires the plaintext and a symmetric key of 16 bytes in length,
plus a nonce of arbitrary length. The nonce and associated data are used by AES-
CCM during encryption create an arbitrary length Message Authentication Code
(MAC), which is used during decryption to verify the ciphertext. Similar to the
original AES algorithms, the length of the plaintext and corresponding ciphertext

is always the same.

2.2 ASCON

2.2.1 Overview

ASCON is a cipher suite composed of multiple encryption and hashing algo-

rithms designed for devices with limited power and computational abilities [1,18].



The ASCON AEAD algorithms ensures the confidentiality and integrity of in-
flight packets, and can withstand side-channel attacks that occur when malicious
actors are able to observe the behavior of compromised hardware. The original
ASCON specification [18] defines ASCON-128, ASCON-128a, and ASCON-80pq
for AEAD, along ASCON-HASH and ASOCN-XOF for hashing.

ASCON was chosen as the best lightweight cipher suite in the Competition
for Authenticated Encryption: Security, Applicability, and Robustness (CAE-
SAR) in February 2019 [34], and NIST announced ASCON as the winner of its
lightweight encryption competition in 2023 [14]. NIST [14] state that the ASCON
AEAD and hash algorithms displayed the best results in terms of performance
and security relative to other candidates. Furthermore, a number of independent
studies [14, 18-23] have evaluated the security and performance of the ASCON
algorithms. A group of researchers has described the modifications that they rec-
ommend NIST to make to ASCON before releasing a standardized version [35].
These recommendations include modifying the ASCON AEAD ciphers to enable
the use of tags less than 16 bytes in length, and removing ASCON-80pq from the

cipher suite.
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Figure 2.2: The top and bottom diagrams display the encryption and decryption
processes, respectively, under ASCON AEAD [18].

2.2.2 ASCON AEAD

In the original specification, ASCON-128a, ASCON-128, and ASCON-80pq
are defined for the purposes of AEAD, which all utilize repeated permutations to
convert plaintext into ciphertext during the encryption process. All three ciphers
take as input a key of no greater than 20 bytes, a nonce that is 16 bytes in length
and associated data of arbitrary length. These inputs are used to encrypt plaintext
into ciphertext; the same inputs must be used to decrypt the ciphertext back into
its original form. The ciphertext is always the same size as the ciphertext. A tag
of 16 bytes is always returned after encryption, and is used during decryption to

verify integrity of the ciphertext.



The difference between ASCON-128a and ASCON-128, to ASCON-80pq, is
that the former two variants only support a maximum key size of 16 bytes, while
ASCON-80pq can support keys that are up to 20 bytes long. The inputs and
outputs are identical between ASCON-128a and ASCON-128; however, they differ
with respect to the number of permutations they used during encryption and
decryption, and the number of bytes they can encrypt and decrypt at once, which
the specification defines as the block size. As shown in Figure 2.3, ASCON-
128a utilizes a smaller number of permutations and supports a smaller block
size than ASCON-128. ASCON-80pq utilizes the same block size and number of

permutations as ASCON-128.

Name Algorithms Bit size of Rounds
Key Nonce Tag Data block p° pb

Ascon-128 g, D128,64,12,6 128 128 128 64 12 6

AscoN-128a E,D128,128.12.8 128 128 128 128 12 8

Figure 2.3: Differences between ASCON-128a and ASCON-128 [18] . The vari-
ables p® and p’ represent the number of permutations performed on the associated

data, and the plaintext or ciphertext, respectively.



Name Algorithms Bit size of Rounds

Key Nonce Tag Data block p¢ pb

AsconN-80pq £,D160,64,12.6 160 128 128 64 12 6

Figure 2.4: The values for the nonce, key, associated data, along with the block
size and number of permutations used, for the ASCON-80pq cipher [18].

2.2.3 Source Code

2.2.3.1 ASCON-C

The creators of ASCON have made their C implementations of their ASCON
AEAD and hashing algorithms publicly available on GitHub [4]. They designed a
general “reference” ASCON C implementation, and provided implementations of
each ASCON algorithm optimized for specific hardware, which include ASCON
hashing and AEAD implementations written for ARM and ESP32 devices. On
their official website [36], the creators of ASCON endorse hardware implementa-
tions of the ASCON algorithms. On GitHub [37], they maintain a list of endorsed
software implementations of ASCON written in programming languages such as

Python, Rust, and Javascript.

2.2.3.2 LibAscon

LibAscon [3] is a third party C implementation of ASCON endorsed by the

creators of ASCON. LibAscon adds new features to ASCON that are not defined

10



in the ASCON specification [18], such as allowing for the creation of tags that can
be larger or smaller than 16 bytes in the ASCON AEAD algorithms. LibAscon
also provides an API to enable developers to write code that does ASCON AEAD
encryption and decryption over multiple function calls. The ASCON-C reference
implementation only defines functions that conduct ASCON AEAD over a single
function call. However, a disadvantage of LibAscon is that its implementation of
the ASCON algorithms are not optimized for specific hardware, and it is not as

secure as the official ASCON-C implementations.

2.3 CoAP

The Constrained Application Protocol (CoAP), defined in RFC 7252 [38], is
designed to enable resource-constrained devices to produce and consume RESTful
APIs at the application layer. CoAP brings over the primary features of the Hy-
pertext Transfer Protocol (HTTP) for use by resource-constrained devices. CoAP
implements the same client-server model seen in HTTP, in which a client sends a
request to a server, which then sends the client back a response. Commonly used
status codes in HT'TP — 200 to indicate success, or 404 to state when a given
resource does not exist, are present in CoAP. The concept of a Universal Resource
Identifier (URI) to represent the location of a given resource is included in CoAP

as well.

11



Unlike HTTP, CoAP utilizes UDP at the transport layer. Mechanisms for
reliable packet delivery are implemented in CoAP itself, and not at the transport
layer. The header of all CoAP messages contain a type field that indicates whether
reliable delivery is needed: packets that use reliable delivery are set to have the
value “Confirmable”, while packets in which retransmission is not needed will have
the value “Non-Confirmable”. Acknowledgements are used to indicate successful
reception of Confirmable packets. Retransmissions are used when Confirmable
packets do not initially make it to their destination.

Client Server

|
Fomm - >| Header: GET (T=CON, Code=0.01, MID=0x7d37)
| GET | Token: 0x42
| | Uri-Path: "temperature"
I |
| |
| X----+ Header: 2.05 Content (T=ACK, Code=2.05, MID=0x7d37)
| 2.05 | Token: 0x42
| | Payload: "22.3 C"
TIMEOUT |
I |
oo > Header: GET (T=CON, Code=0.01, MID=0x7d37)
| GET | Token: 0x42
| | Uri-Path: "temperature"
]
|<----- + Header: 2.05 Content (T=ACK, Code=2.05, MID=0x7d37)
| 2.05 Token: 0x42
|
|

|
| Payload: "22.3 C"
|

Figure 2.5: A timing diagram showing how a retransmission occurs when an

Acknowledgement for a Confirmable request is not received [38].

12



Since CoAP is made for resource-constrained deployment scenarios, packets are
designed to be as small as possible to avoid fragmentation at the network layer.
CoAP clients utilize multicasting! to send request to multiple different servers, a
feature not present in HT'TP. The Datagram Transport Layer Security (DTLS), a
modified version of Transport Layer Security (TLS) that operates under UDP [39],
is used to provide encryption to CoAP payloads. DTLS and CoAP are used in
Thread [33,40].

RFC 7641 [41] defines an additional feature for CoAP known as the Observe
protocol, where the server hosts a RESTful endpoint corresponding to a specific
resource. In order to receive state updates for a resource over time, a client must
register with the server by sending a GET request, which has the CoAP observe
header is set to 0. Upon receiving this request, the server sets up a subscription
for the client in which the server will send CoAP responses about the state of
the resource. These responses can be sent by the server at fixed intervals, or
whenever there is an update to the state of the resource. The Observe feature of
CoAP enables a client to receive a steady stream of responses regarding the state
of particular resources it is interested in, without having to send a GET request

every time whenever it needs the latest information about a given resource.

"However, RFC 7252 [38] states that it is not possible for clients to use multicasting when
DTLS is enabled.
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Figure 2.6: A timing diagram displaying a CoAP observe interaction between a
client and a temperature sensor, which is running the CoAP server [38]. The

measurement unit Cel corresponds to degrees Celsius.

2.4 Thread

2.4.1 Overview

Thread is a wireless mesh network protocol developed primarily for smart
homes [24,25,42] and smart buildings [43,44]. Thread is built on IEEE 802.15.4,
a wireless MAC and physical layer standard designed for resource-constrained

IoT devices [33]. This enables Thread to support battery operated devices [45,46]

14



and have built-in encryption at the MAC layer. A single Thread network can
contain 250 devices [42], and has been designed to be user-friendly [47]. The end
user connects their Thread devices through a process known as commissioning
[40,46] Once commissioned, the logistics of how each device communicates with
one another are handled by Thread [46].

The level of sophistication in which these devices can automatically handle
their communications is a key feature of Thread [33,46]. When the “leader” device
of a Thread network goes offline, other devices have the ability to collectively
decide on a new leader to ensure the stability of the network [33,46]. Groups of
devices unable to reach one another are capable of forming temporary network
partitions [33,48] until they are able to communicate more widely and combine
back into a single network. Such features of Thread allow to protocol to be
described as “self-healing” [46].

Thread is a relatively new protocol rising in popularity [42]. The specification
[33] is managed by the Thread Group, whose members are composed of well-known
companies, including Google, Apple, Amazon, and Samsung [49]. Manufacturers
and product developers must undergo a certification process before they can sell
their Thread devices to customers [50].

The network stack for Thread defines the physical layer and up until the trans-

port layer, enabling developers to utilize their own protocols at the application
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layer [46,51].
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Figure 2.7: The Thread network stack [51].

Each layer in the Thread network stack takes advantage of an already es-
tablished network protocol: IEEE 802.15.4, IPv6 over Wireless Personal Access
Networks (6LoWPAN), and UDP. The use of these protocols allows Thread to
be robust and secure without needing to develop novel solutions. In Thread, all
devices natively use Internet Protocol Version 6 (IPv6) addressing to uniquely

refer to one another [46, 51].

2.4.2 Types of Devices & Network Topology

The Thread Group [33, 46, 48] state that devices in a Thread network are

classified as follows.
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Figure 2.8: Device types in a Thread network from the OpenThread documenta-
tion [48].

e Full Thread Device (FTD): a device powered on at all times, with the

ability directly communicate with “neighboring routers” [33, p. 2-9]. The

different types of FTDs are:

— Router: responsible for forwarding packets between a source and des-

tination.

— Router Eligible End Device (REED): has the capability to be a
router, but does not currently need to be one?. A FTD can become a
router at any moment when one is needed in the network. For example,

a REED becomes a router when there is a Thread device needs to

2 According to [48], a Thread network can only support a maximum of 32 routers. When a
network has n > 32 FTDs, the n—32 FTDs will ending up being REEDs.

17



communicate with a router, but there are no nearby routers for the
device to communicate with, and the REED is the device nearest to

it [33,46].

— Full End Device (FED): a FTD not capable of performing router

responsibilities.

— Border Router: a FTD that primarily provides the ability for devices
to communicate outside the Thread network. Thread devices send their
packets to the Border Router, which is able to send those packets to
devices outside the Thread network. All FTDs have the ability to

become a border router.

e Minimal Thread Device (MTD): is incapable of routing packets, and is
not necessarily powered on all the time. MTDs are only capable having a
direct connection to their parent router, the router that receives and sends
packets on their behalf. Some MTDs have the ability to go to sleep when

inactive.

— Minimal End Device (MED): a MTD that is powered on at all

times.

— SED: a MTD that has the ability to go to sleep. SEDs wake up at

predefined intervals to communicate with a router to send and receive
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packets from other devices in the Thread network.

— Synchronized Sleepy End Device (SSED): a variation of the SED
which, rather than sending packets to its parent router check for re-
ceived packets, it will instead “listen” [46] and wait for its parent to
forward packets the parent has received on behalf of the SSED. How of-
ten this exchange occurs is defined by a predefined interval agreed upon
by the parent and SSED. A SSED and their parent interact by using

Coordinated Sampled Listening (CSL) as defined in 802.15.4 [33,46].

Routers make up the mesh topology of any Thread network [46]. However,
this does not imply that Thread networks are true mesh networks in the sense
that every device has a direct connection with one another. Since MTDs can only
directly communicate with their parent routers, routers with children will form
small “hub and spoke” connections at the edge of the mesh network. Routers form
the backbone of the mesh network, while the non-router FTDs and MTDs form
“hub and spoke” clusters with their parent routers at the edge of the mesh network.

Border routers facilitate the communications between the phone (connected to

Wi-Fi) and the Thread devices.
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2.4.3 OpenThread

OpenThread [26] is an open source implementation of Thread created by
Google, written in C/C+4. The source code is endorsed by commercial orga-
nizations such as Amazon, NXP, and Silicon Labs [52]. A plethora of hard-
ware companies, including Espressif, Nordic Semiconductors, and Silicon Labs,
have developed 802.15.4 microcontrollers that can natively run OpenThread [53].
Google provides guides [53] to show developers how Thread works, and how to

use OpenThread to write application layer software.

2.4.4 Thread in Smart Homes

The smart home deployment scenario is a primary use case for Thread [24,
25,42]. The ability for Thread to support battery powered devices makes it well-
suited for smart homes sensing devices which operate on battery power. Border
router functionality can be given to smart home devices that already serve a
different purpose, such as an Amazon Echo [54] or a mains power smart light.
The Thread Group notes that negates the need for a separate device operating
solely as a border router.

The smart home use case is such an essential part of Thread that the protocol
plays a major part in a smart home protocol known as Matter [24,25,42], also

known as Connected Home Over IP (CHIP) [55,56]. Matter is an application
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layer protocol which enables smart home devices to easily communicate with each

other via Wi-Fi, Thread, Zigbee®, and Bluetooth Low Energy (BLE) [57-59].
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Figure 2.9: The topology of a typical smart home network under Thread [44].

A Thread smart home network has the ability to communicate to non-Thread

devices that support the Matter application layer protocol.

3Matter does not support Zigbee by default; a bridge must be used to connect Zigbee devices
to a Matter network [57,58].
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2.5 ESP-IDF

2.5.1 Overview

ESP-IDF is a software development platform from Espressif, which give de-
velopers the ability to write C programs for ESP32 MCUs [60,61]. Espressif is
a member of the Thread Group [49] and endorses Google’s OpenThread source
code [52]. The OpenThread source code is included in ESP-IDF [62], enabling de-
velopers to program their 802.15.4 ESP32 microcontrollers to operate under the
Thread protocol. Espressif also offers an SDK allowing developers to use Matter
in their smart home ESP32 devices [59]. The ESP-IDF codebase is open source

and is available on GitHub [60].

2.5.2 ESP32-H2

The ESP32-H2 is an Espressif SoC with the ability to run BLE and 802.15.4
[65]. As a result, the ESP32-H2 is capable of supporting Zighee and Thread.
However, unlike the ESP32-C6, an Espressif SoC that can utilize 802.15.4 and
Wi-Fi [66], the ESP32-H2 is incapable of operating under Wi-Fi. As a result, the
ESP32-H2 cannot be used as a Thread border router. The ESP32-H2 utilizes a
RISC-V architecture and has the ability to perform AES encryption in hardware.

The ESP32-H2 SoC can be purchased as a chip or module that can be used

22



3.3v Power
USB-to-UART
ESP32-H2-MINI-1 On LED Bridge

5Vto 3.3V

Pin Headers LDO

ESP32-H2 USB
Type-C Port

Boot Button

Reset Button

. B0I@801! C : USB Type-C to
LT SRl S Il el ol O R . T UART Port

Pin Headers

32.768 kHz RGB LED
Crystal

Figure 2.10: The ESP32-H2 development kit [63]. The component labelled
“ESP32-H2-MINI-1” is the SoC that can be attached as a part of a larger
MCU [64].

as a component for a larger MCU [64,67]. Espressif also sells the ESP32-H2 as a
development kit (Figure 2.10) in which the SoC is soldered onto a MCU, enabling

developers to program the ESP32-H2 without having to worry about the hardware

setup [63].

2.5.3 ESP Thread Border Router

Espressif sells prebuilt boards capable of operating as Thread border routers?
[68,69]. The ESP Thread Border router board utilizes two SoCs: the ESP32-
H2 and ESP32-S3, capable of using Thread and Wi-Fi, respectively. Developers

can write programs for their Thread border routers using the Espressif Thread
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Border Router SDK [69]. The ESP Thread Border Router utilizes the OpenThread
Radio Co-Processor (RCP) design: where the attached ESP32-H2 SoC manages
the 802.15.4 MAC and Physical layers, while the ESP32-S3 SoC runs the network,
transport, and application layers [62,68-70]. The ESP32-H2 and ESP32-C6 SoCs

[70,71] communicate using the Spinel protocol [72].
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Figure 2.11: Prebuilt ESP Thread Border [68,69]. The top and bottom modules
are the ESP32-H2 and ESP32-S3 SoCs, respectively.

4The device can also function as a Zighee gateway [68].
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2.5.4 ESP32 Deep Sleep

The ESP-IDF platform provides developers the ability to choose whether to
program their ESP32 Thread SEDs to operate under deep sleep [73] or light sleep
[74]. Espressif [74] state that Thread sleepy devices under light sleep will function
identically as SEDs operating to the Thread specification: their transceiver is off
when they are not sending packets, and they will poll their parent router at prede-
fined intervals to obtain packets it has received [33,75]. However, SEDs operating
under deep sleep function differently: the majority of the device, including the
transeciver and the CPU, are off during deep sleep [75]. A SED under deep sleep
must “reboot” [73] on wakeup and reconnect to the network through the Thread
network attachment process [33].

Espressif’s definition of deep sleep is different from the Thread Group’s use
of the term. In the Thread “Battery Operated Devices” whitepaper [45], the
term is implicitly used to describe the scenario when the SED’s transceiver is off.
Espressif states that their definition of light sleep matches how the Thread Group
defines the behavior of SEDs in [33,45]. It is Espressif who makes the explicit

distinction between light sleep versus deep sleep.
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2.6 Related Work

2.6.1 ASCON in Real World Deployment Scenarios

The literature has focused on examining ASCON within a controlled environ-
ment [14,18-23]. There has been relatively little research exploring how ASCON
can be used in realistic deployment scenarios, yet it has shown the potential of
ASCON in such use cases. Leading up to their Feburary 2023 announcement [14],
researchers at NIST [21] examined the performance of ASCON when securing
MQTT packets in a weather monitoring scenario. They found that use of AS-
CON AEAD did not adversely impact the RAM and CPU performance of devices
in MQTT, compared to when packets were not encrypted. Researchers at Texas
State University [23] compared the performance of AES and ASCON when se-
curing packets sent by environmental sensors operating under the Long Range
(LoRa) protocol. The researchers discovered that ASCON utilizes less memory
and power than AES, and that the difference in power consumption, measured
in Watts, between ASCON and AES increased when devices were communicating
over longer distances.

Previous work has investigated how ASCON operates as part of a larger net-
work. Researchers have used ASCON-128a in a 6LoWPAN key exchange algo-

rithm [76] — and showed that their algorithm consumed less energy on resourced
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constrained devices, compared to when the devices were using other 6LoOWPAN
key exchange algorithms. More recently, a group of researchers has utilized AS-
CON AEAD to create a system that allows smart homeowners to protect the
confidentiality of sensitive digital information such that it can only be accessed

when the users are at home [77].

2.6.2 Performance of Thread

The performance of Thread has been examined in smart buildings and of-
fices [78-82], as had the energy consumption of SEDs operating in an office envi-
ronment; a model has been produced to predict the energy consumption of SEDs
in various scenarios [83,84]. However, there has been no examination of the net-
work performance of SEDs when running on smart homes devices. No research
that has examined how ASCON AEAD can be used to secure Thread, and whether

doing so is feasible.
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Chapter 3

Replacing the OpenThread

Encryption Algorithm

This chapter describes the modifications made to OpenThread such that the
ASCON-128a and ASCON-128 AEAD encryption algorithms are used in place of
AES-CCM. Included is a description of the challenges encountered and how they

were solved, along with a discussion of the outstanding challenges for future work.

3.1 Overview

The primary goal is to modify OpenThread to secure the communications
of ESP32 Thread devices with ASCON AEAD. Since OpenThread is hardware-

agnostic, more work was needed beyond making changes to the official GitHub
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repository [52]. Modifications had to be made in the ESP-IDF source code, which
includes Espressif’s fork of OpenThread as a Git submodule [85]. ESP-IDF pro-
vides the Espressif OpenThread fork as a dependency that can be imported into a
ESP-IDF project whenever developers need to run OpenThread on ESP32 hard-
ware. The source codes of OpenThread and ESP-IDF are implemented in C++
and C, respectively.

The two repositories forked were the ESP-IDF codebase and Espressif’s Open-
Thread fork (rather than the official OpenThread repository). My forks of ESP-
IDF and the Espressif OpenThread fork can be found in the UCSC-ThreadAscon
GitHub organization [86]. Commits are frequently being made® to the ESP-IDF
source code and the Espressif OpenThread fork. The forks are updated to be up-
to-date with the main or master branches of their respective upstream repositories
whenever new changes are made.

The forks of ESP-IDF and the Espressif OpenThread fork collectively make
up my modified version of OpenThread which run the LibAscon implementations
of ASCON-128a and ASCON-128 on 802.15.4 compatible ESP32 hardware. This
modified OpenThread implementation enables users to specify whether ASCON-

128a or ASCON-128 should be used for encryption with the use of a Kconfig

!Changes to the Espressif OpenThread fork [85] are made on a near daily basis, while the
ESP-IDF repository is updated usually once or twice a month, especially when there is a new
release. Espressif always keeps its OpenThread fork up to date with the main branch of Google’s
OpenThread repository.
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variable. The forks do not support ASCON-80pq, as the creators of ASCON en-
courage using ASCON-128 and ASCON-128a instead [18]. Before NIST’s released
its official version of ASCON, a recommendation was made to remove ASCON-

80pq from the cipher suite [35].

3.1.1 The nRF Packet Sniffer

Figure 3.1: The nRF52840 dongle (left) [87] and the nRF52840 development kit
(right) [88].

A useful tool used was the nRF 802.15.4 packet sniffer software by Nordic
Semiconductors [89], which is designed to be run on either the nRF52840 devel-
opment kit or the nRF52840 dongle. The nRF52840 dongle was set up to run
the nRF 802.15.4 packet sniffer to listen to and display the packets sent between
the ESP32 devices on Wireshark [90]. Since Thread is encrypted by AES-CCM,
Wireshark was given the Thread network key used by the ESP32 devices so that

it could properly decrypt and parse the contents of in-flight packets [91].
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3.2 Removing AES-CCM

Before ASCON-128a and ASCON-128 could be added to OpenThread, AES-
CCM must first be removed. Once the ESP32 devices can communicate in plain-
text, ASCON encryption could be added. AES-CCM is used in Thread [33] during

the encryption and decryption of payloads for:

1. Management packets send by the Mesh Link Establishment (MLE) protocol,

which occurs on top of UDP at the transport layer.
2. Data frames (i.e. non-MLE packets) at the MAC layer.

The encryption and decryption of payloads are handled separately for MAC frames
and MLE packets. The payload of MLE packets are encrypted in software. The
payloads of frames carrying application layer data are encrypted in hardware,
while frames sent during commissioning, the process by which a new device joins
a Thread network [33], are encrypted in software. All payloads are decrypted in
software, regardless of packet or frame type. OpenThread implements software
encryption and decryption, while ESP-IDF handles the invocation of hardware
encryption.

OpenThread implements MLE encryption and decryption in a single method
that is a part of the C++ class which implements the MLE protocol. The encryption

and decryption of MLE packets are only done in software. To remove AES-CCM
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encryption for MLE payload, every call to the MLE encryption/decryption method
in the source code needed to be comment out. This was straightforward, as this
method is only called in within the class which implements MLE.

Due to the hardware-agnostic nature of OpenThread, the source code itself
performs software encryption on MAC frames carrying application layer data.
Immediately before software encryption would begin, the Espressif OpenThread
fork redirects the encryption to the hardware, preventing execution of the built-
in software encryption of OpenThread. The line of code hardware encryption is
located in ESP-IDF. I commented out this line to remove the hardware encryption
of application layer data.

Software encryption and decryption are defined as separate methods for a C++
class® which represents a MAC frame. To remove the software encryption and de-
cryption of MAC frames, all invocations of these class methods present throughout
the OpenThread source code needed to be removed. This was straightforward, as
all calls were located in source files which implement the 802.15.4 MAC layer of

OpenThread.

2The methods for software encryption and decryption are defined in two separate C++ classes.
The method which implements software encryption is defined as part of the Frame class, which
represent MAC frames to be transmitted, while the software decryption method is implemented
for RxFrame, representing frames received by a Thread device. The two classes are subclasses
for the Frame class, which is the base class for a 802.15.4 MAC frame.
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3.2.1 Confirming Removal of AES-CCM

The following approach was taken when removing AES-CCM:

1. Remove hardware and software encryption for MAC frames, while keeping
AES-CCM MAC decryption (along with MLE encryption and decryption)
intact. Use Wireshark to confirm that the payload of MAC frames are in
plaintext. The ESP32 devices should not be able to receive frames with

plaintext payloads.

2. Remove MAC decryption. The ESP32 devices should now be able to com-
municate when the frames are sent in plaintext. MLE packets should still

be encrypted, as the removal of MLE encryption has not yet been done.

3. Remove MLE software encryption. Use Wireshark to confirm that MLE
payloads are in plaintext. The ESP32 devices should be able to receive

plaintext MLE packets.

4. Remove MLE software decryption. At this stage, the ESP32 devices should

now be able to communicate completely in plaintext.

This approach was adopted to have a means of confirming the success of each
incremental removal of AES-CCM. Wireshark attempts to decrypt packets using

AES-CCM. It cannot properly parse most® plaintext packets, as it attempts to
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decrypt them. The inability of Wireshark to parse plaintext is used to determine
whether encryption has been successfully removed at each step.

For frames carrying application layer data, I was able to confirm that packets
were sent in plaintext by instructing an ESP32-H2 device to send a UDP packet
containing human-readable text as payload, and see that human-readable text in
Wireshark. However, this could not be done for frames sent during commissioning
and MLE packets, as the payloads of these frames and packets do not carry human-
readable text. In these cases, the inability of Wireshark to successfully parse
the payloads for these packets was used to confirm the removal of AES-CCM

encryption.

3Wireshark will not decrypt certain type of packets whose data are expected to be completely
in plaintext. Such packets are MLE Discovery Request and Response packets [33]. Discovery
Requests and Responses are used by devices to find nearby Thread networks that they can
join [46].
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Figure 3.2: The top figures display a UDP packet that my ESP32 sent with the

payload:

“hello_world”,

as ciphertext encrypted by AES-CCM. The bottom

figure shows payload after Wireshark has decrypted it.
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Frame B1: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) on interface / 00 00 1c 00 01 00 04 00 00 00 d8 c1 03 00 03 00
1EEE 802.15.4 TAP de 00 00 00 02 00 01 00 ff 00 00 00 69 98 b7 3c i<
IEEE 802.15.4 Data, Src: Oxbco®, Dst: @xa800 35 90 a8 0 bc 8d 5a 00 00 99 @1 7e 55 37 53 df 5 z. TS
Frane Control Field: €x9869, Frame Type: Data, Security Enabled, Acknowledge Re e By aY Sl
ield: g ype: d Y . 9 30 39 c4 c7 68 65 6c 6c 6f Sf 75 63 73 63 5f 70 09 -hell o_ucsc_p
Sequence Number: 183 6c 61 69 6e 74 65 78 74 Sf 70 61 63 6b 65 74 82  laintext _packet
Destination PAN: @x353c 2060 04 00 00

Destination: @xa8ed

Source: @xbced

Auxiliary Security Header

MIC: 92040000

[Expert Info (Warning. ): No source address - can't decrypt]
Data (52 bytes)

Data: 7e553753dfe2ceadd52elffc5e2ab71d724310c0023039c4c768656¢6¢615175637363517

[Length: 52)

| Frame (99 bytes) | IEEE 80215.4 Data (71 bytes) |

Figure 3.3: A UDP packet with the payload “hello_ucsc_plaintext_packet”
in plaintext. Note that Wireshark (unsuccessfully) decrypts this payload using

AES-CCM, since all frames carrying application layer data will be encrypted in
Thread.

Frame 1375: 64 bytes on wire (512 bits), 64 bytes captured (51Z gggg ;.1' gg ;3 :: 28 :; :l :2 g; :; ;; ;: %g ;g :: u
. . :16:2b:ee: ff:4c:03: C C
e sty o ey S s icon G RERRURER aREEARAY
% . o : = el : e 0030 71 6c 29 09 Ob 9c 00 00 00 00 00 40 01 00 f1 01
Internet Protocol Version 6, Src: feB8@::4c16:2bee:ff4c:316, Dst
User Datagram Protocol, Src Port: 19788, Dst Port: 19788
Mesh Link Establishment
Security Suite: 802.15.4 Security (0xe@)
Auxiliary Security Header
v [Expert Info (Warning/Undecoded): No encryption key set - ca
[No encryption key set - can't decrypt]
[Severity level: Warning)
[Group: Undecoded]
Data (24 bytes)
Data: b@dflcaSecc87f20d27f482714791e30044febbd08dc0669
[Length: 24]
Frame (64 ... GLOWPAN IPHC (87 b.. | MLE payload (24 b.. | Decrypted MLE payload (24 b..|

Figure 3.4: Wireshark’s inability to decrypt the MLE packets proved that the

removal of MLE encryption was successful.
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3.3 Adding ASCON AEAD into OpenThread

For each place in which AES-CCM encryption and decryption was removed,
the respective ASCON AEAD encryption and decryption functions were added.
This section describes how the LibAscon implementations of ASCON AEAD were
added to secure the now plaintext communications of this modified version of
OpenThread.

Although there are official C implementations for ASCON AEAD [4], I chose in-
stead to use the LibAscon AEAD implementations [3]. Unlike the official ASCON
C implementations, the LibAscon implementations support the use of variable tag
length. This particular feature of LibAscon enabled the creation of ASCON ci-
phertext with tags which are 4 bytes in length, the default size of MICs for MAC

and MLE ciphertexts [33].

3.3.1 LibAscon Wrapper Functions

To enable users to switch between the use of the LibAscon implementations
for ASCON-128a and ASCON-128, a Kconfig compiler flag was added to specify
which encryption algorithm that OpenThread should use at build time. I created
encryption and decryption wrapper functions that determines which respective
LibAscon AEAD algorithm to use, depending on the value of the Kconfig variable.

The modified OpenThread source code uses these wrapper functions to perform
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ASCON encryption, instead of calling the LibAscon AEAD functions directly.

3.3.2 The Encryption and Decryption Process

Unlike AES-CCM, which only requires a symmetric key and nonce [30] to
encrypt and decrypt ciphertexts, ASCON AEAD requires a symmetric key, nonce,

and associated data [18]:

e Two separate Thread network keys are used in AES-CCM for MAC frames
and MLE packets [33]. These two MAC and MLE symmetric keys are used
by the LibAscon AEAD algorithms for MAC and MLE encryption and de-
cryption, respectively. This was possible as Thread network keys are 16 bytes
long [33], which is the key length required by ASCON-128a and ASCON-

128 [18].

e The nonce generated for each ASCON ciphertext follows the same nonce
format used by Thread with AES-CCM [33]: by using the format specified
in 802.15.4-2006 [31], which is a byte sequence containing the MAC address
of the sender, the frame counter, and security level field, each of which can

be found in the frame header.

e Since the associated data field is not used in AES-CCM, I needed to create

a custom format for the associated data. The format?* created for the associ-

4The associated data used in LibAscon MAC encryption was a byte sequence of the desti-
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ated data was a byte sequence of the source and destination 802.15.4 MAC
addresses® that were present in the frame header. This ensured that every
ciphertext maps to the specific “context” [92,93] of a specific source and des-
tination device, represented by their 802.15.4 MAC addresses. This should
theoretically prevent an attacker from sending ciphertext packets that which
they themselves did not encrypt, or to a different destination than the one

specified during the encryption of the plaintext.

Octets: 8 4 1

Source address | Frame counter | Security level

Figure 3.5: The format of a nonce as input to AES-CCM encryption, as described
in 802.15.4-2006 [31].

Four functions were created to support LibAscon AEAD: two functions for
MAC frame encryption and decryption, and two functions for doing the same
operations on MLE packets. These MAC and MLE encryption and decryption

functions were defined as methods for the C++ classes which represents a MAC

nation MAC address, followed by the MAC address of the sender. For MLE encryption, the
byte sequence was reversed: the MAC address of the sender, followed by the destination. The
non-consistent ordering occurred as I forgot that I placed the destination MAC address at the
beginning of the byte sequence when implementing the associated data for MLE encryption.
The difference in byte sequence did not have any significant impact.

°T developed this associated data format after learning about the purpose of associated data
fields in Stack Exchange answers [92,93], which stated that the associated data property is used
to match the conditions in which the ciphertext was created. Since the header of every frame
contains source and destination MAC addresses, I made the associated data of each frame the
concatenation of the source and destination 802.15.4 addresses.
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frame and implements MLE, respectively. All four functions follow the approach
described in the above bullet points in creating the nonce and associated data®,
and in obtaining the symmetric key to use in ASCON AEAD. The MAC and
MLE encryption functions passed the generated nonce and associated data, the
payload to encrypt, along with the respective MAC or MLE network key, to the
LibAscon encryption wrapper function, which is instructed to generate a 4 byte
tag. The encryption of the payload is done in-place. The tag is appended at
the end of the frame header, in place of where the AES-CCM MIC would have
been [31,33]. The packet or frame containing the ciphertext payload is then
forwarded for transmission.

Under MAC and MLE decryption, the nonce, associated data, ciphertext pay-
load, the respective network key, along with the tag, is passed into the LibAscon
decryption wrapper function. The payload is decrypted in place and the wrapper
function returns the status code that was returned by the LibAscon decryption
function, which indicates whether the encrypted payload was valid ASCON ci-
phertext. If the encrypted payload was valid ASCON ciphertext, the plaintext

gets forwarded for further operation. Otherwise, the frame or packet is discarded.

SMLE associated data always use 8 byte long extended 802.15.4 MAC addresses. MAC
associated data typically contains the extended MAC address when possible, but the 2 byte
shortened MAC address is used instead when the extended address is unavailable, as it was not
always possible to obtain the extended addresses during MAC encryption. I was able to obtain
the extended addresses during MLE encryption as the OpenThread network layer provided a
mechanism which enabled me to obtain an Extended MAC address corresponding to the IPv6
address of the sender or receiver (which was always available in the 6LoWPAN header). This
mechanism was not available at the MAC layer.
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3.3.3 Invoking LibAscon AEAD

The addition of ASCON AEAD for the parts which were previously imple-
mented using AES-CCM in software: the encryption and decryption of MLE
packets, the decryption of MAC frames, and the encryption frames sent during

commissioning, was straightforward:

1. To add ASCON AEAD for MLE packets, the respective encryption and de-
cryption functions which called the LibAscon wrapper functions were added
in place of the calls to the single AES-CCM MLE encryption/decryption

function that have been commented out.

2. To implement ASCON decryption for MAC frames, the class method re-
sponsible for AES-CCM MAC frame decryption was modified to call the
decryption function responsible for invoking the LibAscon decryption wrap-
per function. After the decryption function has returned, the AES-CCM
MAC decryption method returned the status code that was returned by the

LibAscon decryption function.

3. To implement ASCON encryption for MAC frames sent during commission-
ing, the AES-CCM MAC frame encryption class method was modified to
call the encryption function that invoked the LibAscon encryption wrap-

per function. The AES-CCM MAC encryption method returns after the
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LibAscon encryption function has returned.

An additional step needed to be taken to use ASCON AEAD to encrypt MAC
frames carrying application layer data, as such frames were previously encrypted
in hardware by AES-CCM. A line of code precedes the call on the AES-CCM MAC
frame encryption method responsible for encrypting the payloads of such frames.
This line prevents the software encryption of these frames, so that they can be
encrypted in hardware by AES-CCM. That line needed to be removed to enable
the software encryption of application layer payloads by ASCON AEAD. After the
line was removed, MAC frames carrying application layer data were now encrypted
by ASCON AEAD, since the AES-CCM MAC frame software encryption method

was already modified to perform ASCON encryption, as described in step 3.
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3.4 Challenges & Future Work

3.4.1 A 16 Byte Tag is Too Big

The original plan was to use the official ASCON-C implementations [4]. How-
ever, since the official implementations generates tags that are 16 bytes in length,
they would cause the ESP32 devices to crash if the payload carried by a MAC
frame is too large. As a result, I chose to use LibAscon instead, which enable the
use of 4 byte tags, the default size of the MIC used in Thread [33]. Researchers
have even recommended for the ASCON AEAD algorithms to use 4 bytes, rather
16 bytes [35].

The version of the source code which uses ASCON-C can be found in my fork
of the Espressif of OpenThread fork [94]. A Kconfig variable has been included
the ESP-IDF fork [95] to run OpenThread using the official ASCON-C ESP32
optimized and reference implementations of ASCON-128a, to enable such errors

to be reproduced on demand.

3.4.2 Commissioning Issue

When initially implementing LibAscon AEAD to be used for MAC layer en-
cryption, I did not follow the nonce format described 802.15.4-2006 [31] (shown

in Figure 3.5). I instead chose to make the nonce a byte sequence of the se-

43



> commissioner joiner add 744dbdffFe6B83d28 NBDEBB1

Done

> Commissioner: Joiner start cF171eb952d69163
Commissioner: Joiner connect cfF171eb952d69183
Commissioner: Joiner Finalize cF171eb952d69183
Commissioner: Joiner end cfF171eb952d69183
Commissioner: Joiner remove cf171eb952d69163

Figure 3.6: The serial monitor output of the commissioner. The commissioner
successfully adds the joiner, but eventually removes the joiner after failing to

communicate with it.

quence number, key ID, and frame counter, each of which were present in the
frame header. The ESP32 devices were able to communicate using the LibAscon
implementations of ASCON-128a and ASCON-128 with this nonce format, except
during the commissioning process; the joiner would never be able to attach to the
Thread network that the commissioner is in.

During the commissioning process, I observed that a frame that is sent by
the joiner would have a different nonce than the nonce that is created by the
commissioner upon receiving the frame. To solve this issue, all nonces needed to
follow the format specified in 802.15.4-2006 [31] and that is shown in Figure 3.5.
After doing so, the devices were able to successfully attach to Thread networks
through the commissioning process. The 802.15.4-2006 nonce format was used not
only for MAC encryption, but for MLE encryption as well, as this nonce format

is used for all ciphertexts send in Thread [33].

44



3.4.3 Outstanding Challenge for Future Work
3.4.3.1 ASCON Encryption for SSEDs

AES-CCM hardware encryption is performed on frames carrying application
layer data. However, there exists another scenario in which hardware encryption
is used: when encrypting the payload of a MAC frame known as a Enhanced
Acknowledgment (Enh-ACK), a special type of acknowledgement packet that was
first introduced in 802.15.4-2015 [32,96]. The payloads of Enh-ACKs are always
encrypted, and are primarily used as a part of CSL, a 802.15.4-2015 feature that
is implemented by SSEDs [33].

To ensure that no AES-CCM hardware encryption is done, the line of code
which invokes hardware encryption for Enh-ACKs has been commented out in
my fork of ESP-IDF. However, the focus of this thesis is on securing the commu-
nications of the primary Thread device types: FTDs, MTDs, SEDs, and Thread
Border Routers. Since a SSED is a special type of SED, securing the communica-
tions of SSEDs using LibAscon AEAD ciphers is not within scope. Future work
can explore modifications to make in order to secure SSEDs using ASCON AEAD,
and the impact of network performance and energy consumption of SSEDs when

ASCON AEAD is used over AES-CCM.
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Chapter 4

Evaluation

To determine the effectiveness of Thread when using ASCON, experiments
were conducted to examine the energy consumption and network performance
of ESP32 Thread devices when running the modified version of OpenThread
that uses LibAscon encryption. The experiments were conducted in a simulated
smart home environment. Another experiment was conducted to examine cipher-
text payloads sent by the ESP32 devices to confirm that the modified version
of OpenThread properly uses ASCON. The driver code for all experiments are

available on GitHub [97-100].
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4.1 Correctness Tests

The LibAscon decryption implementations for ASCON AEAD return a status
code to indicate if a sequence of bytes ciphertext is valid ASCON. If the sta-
tus codes returned by the decryption function indicates that all ciphertexts are
valid, then the modified version of OpenThread properly utilizes LibAscon AEAD.
These experiments only test the devices’ ability to encrypt using LibAscon; if the
devices can encrypt LibAscon ciphertexts, then the devices can decrypt LibAscon
ciphertext as well, since the devices were already able to communicate with each
other when running the modified implementation of OpenThread.

A Thread network was set up that contained two ESP32 Thread devices. A
computer (my MacBook) was used to monitor the command line outputs of both
devices. The devices were instructed to hex dump the ciphertext payload of pack-
ets that were sent, or which has been received before decryption, along with the
nonce, associated data, symmetric key, and tag corresponding to the ciphertext.
A small subset of the hex dumped data was selected as samples to be passed to
the separate computer to be decrypted using LibAscon. The C programs and the

sample ciphertexts used in the experiments are available on GitHub [101].
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4.1.1 Limitations

The creators of ASCON maintain a list of software implementations of the
cipher suite created by themselves and outside contributors [37]. To ideally test
whether the modified implementation of OpenThread is properly secured by AS-
CON AEAD, a separate computer should use a different implementation of AS-
CON, rather than LibAscon. This was not possible, as the Correctness Tests
require an implementation of ASCON-128a and ASCON-128 that allow for vari-
able tag length for the reasons discussed in Section 3.4.1.

, all of which are “older” AEAD variants that were not defined in the original
pre-NIST specification of ASCON [18]. When this thesis was written, pyascon

did not have an implementation for ASCON-128a.

4.2 Delay Tests

The Delay experiments measured the average delay in which it took a F'TD to
send Confirmable packets to another FTD in a simulated smart home network.
The experiments took place in a single story ADU, and the devices played the
role of commercial smart plugs, such as the Eve Energy [103,104] or Wemo [105,

106] smart plugs; as a result, the devices were placed near electrical outlets. An

OThe official Python ASCON implementation, also known as pyascon [102], does not support
variable tag length for ASCON-128. It supports variable tag length for ASCON-MAC, ASCON-
PRF, and ASCON-PRFSHORT
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Figure 4.1: The floor plan of the single story ADU. The blue circle numbered 1
indicates the location of the delay client, and the green circle numbered 2 indicates

the location of the delay server. The yellow circle with the number 3 indicates the
location of the nRF52840 packet sniffer.

nRF52840 MCU was used to sniff all in-flight packets. To measure the delay, the
devices were synchronized using the OpenThread network time synchronization
feature [107-110]. Only FTDs were used, as it was not possible to use network time
synchronization on ESP Thread Border Routers when this thesis was written [111].

The network topology was kept constant throughout all experiments.
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Algorithm 1: Delay Server

start CoAP server;

create route to capture packets at URI delay-confirmable;

while true do
if received request from the delay client then
sent <— timestamp in payload of client;
received <— current timestamp;
delayUs < received — sent;
send an ACK with delayUs as payload to delay client;

end

end
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Algorithm 2: Delay Client

DelaysUs[1000] <— array to hold delays in microseconds;

socket < socket with delay server;

i+ 0;

while i < 1000 do

sequenceNum <— i;

networkTime < current timestamp in microseconds;
payload < payload with sequenceNum and networkTime;

send request to delay server with payload;

ifi=0
continue;
elif i < 1000
wait for ACK from delay server;
if receive ACK
DelaysUsli| <— delay given in payload;
i+—i+1;
if i = 1000

average <— average of all delays in DelaysUs array;

print out average to serial monitor;

else

‘ do software restart and redo current trial;

end

if first trial in experiment
‘ numTrials < 0;
else
‘ numTrials <— value saved in Non-Volatile Storage (NVS);
numTrials < numTrials + 1;
save value of numTrials in NVS;
if numTrials < 1000

‘ do software restart and start next trial;

o1



4.3 Confirmable Tests
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Figure 4.2: The floor plan of the single story ADU. The blue circle numbered

1 indicates the location of the FTD, and the orange circle numbered 2 indicates

the location of the Border Router. The yellow circle numbered 3 indicates the
location of the nRF52840 packet sniffer.

Device Number

Thread Device Type

Commercial Device

1

Border Router

FTD

Amazon Echo [54],

Google Nest Hub [112]

Eve Energy and

Wemo Smart Plug? [103-106]

Table 4.1: Mappings between devices used in the Throughput Confirmable exper-

iments to the corresponding commercial devices.

The Throughput Confirmable experiments measured the average throughput

for which it took a F'TD to send Confirmable requests in a tight loop to a Border

!The Eve Energy [103,104] and Wemo Smart Plug [105,106] are outlet plugs that enables users
to remotely toggle the electricity flow to the electronic devices connected to them, effectively

powering them on or off.
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Router. The network topology used is similar to the one used in the Delay ex-
periment, but the ESP Thread Border Router is used in place of the FTD which
acted as the server. The Border Router and FTD were mapped to commercial de-
vices presently available in the market. The device number in the topology shown
in Figure 4.2 maps to the row of the same number in Table 4.1. The Packet
Loss Confirmable experiments measured the average packet loss when a F'TD sent
Confirmable requests to the Border Router in a tight loop.

The same topology used in the Throughput and Packet Loss Confirmable
experiments, and was kept exactly the same throughout all experiments. The
implementation for the Border Router is the same in both, but the URI is named
throughput-confirmable and packet-loss-confirmable in the Throughput
and Packet Loss Confirmable experiments, respectively. Fach Confirmable ex-

periment consisted of 1000 trials.

Algorithm 3: Border Router - Confirmable Tests

start CoAP server;

create route to capture packets at given URI;

while true do
if received request from FTD then
send an ACK to the FTD;
end

end
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Algorithm 4: FTD - Throughput Confirmable

if first trial in experiment
numTrials < 0;
save value of numTrials in NVS;

socket <— socket with border router;
packetsAcked «+ 0;

totalBytes < 0;

start Time <— timestamp of current time;

while packetsAcked < 1000 do
payload <— random sequence of 4 bytes;

send request with payload to border router;

if ACK has not been received
do software restart and redo current trial;
else
if packetsAcked < 1000
payload <— payload of CoAP request;
packetsAcked < packetsAcked + 1;
totalBytes <— totalBytes + length of payload;
if packetsAcked = 1000
endTime < timestamp of current time;

usElapsed <+ endTime — startTime;
totalBytes

th hputUs <
FOUBHPHLLS usElapsed ’

Print throughput to serial monitor;
break;

end

numTrials < numTrials + 1;
save value of numTrials in NVS;
if numTrials < 1000

do software restart and start next trial;
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Algorithm 5: FTD - Packet Loss Confirmable

if first trial in experiment
numTrials < 0;

save value of numTrials in NVS;

socket < socket with border router;
numAcked + 0;

while true do
payload < random sequence of 4 bytes;

send request with payload to border router;

if ACK has been received
numAcked <— numAcked + 1;

if numAcked = 1000
1000 — numAcked

1000 ’
print packetLoss ratio to serial monitor (which will be 0);

break;

packetLoss <

else
1000 — numAcked '

1000 ’
print packetLoss ratio to serial monitor;

break;

packetLoss <

end

numTrials <— numTrials 4 1;
save value of numTrials in NVS;
if numTrials < 1000

do software restart and start next trial;
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4.4 Observe Tests

The Throughput Observe experiments measured the average throughput for
which it took a FTD to send Non-Confirmable packets to a Border Router. The
scenario used in these experiments was based on an example in RFC 7641 [41]
which describe a smart thermometer hosting a RESTful endpoint that enables
subscribers to receive Observe notifications of the temperature every few seconds.
The simulated temperature sent by the FTD in the experiments was a random
room temperature value, between 68-74 °F (inclusive) [113]. The Packet Loss
Observe experiments measured the extent to which packet loss occurs among the
Non-Confirmable Observe notifications sent by the FTD. The Throughput and
Packet Loss Observe experiments utilized the same topology as the Confirmable
experiments shown in Figure 4.2. Unlike the Confirmable experiments, each Ob-

serve experiment consisted of 100 trials.
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Algorithm 6: Border Router - Throughput Observe

if first trial in experiment
numTrials < 0;

save value of numTrials in NVS;

socket < socket with FTD;
numReceived < 0;
totalBytes < 0;

start Time <— timestamp of current time;

send observe request to FTD to subscribe to temperature endpoint;
if failed to subscribe to temperature endpoint

do software restart and redo current trial;

expectedTotalBytes <— 1000 requests - 8 bytes of payload;
while true do

if receive CoAP observe notification

numReceived <— numReceived + 1;

totalBytes < totalBytes + length of payload;

if totalBytes = expectedTotalBytes

endTime < timestamp of current time;
totalBytes '
endTime — start Time’
Print the throughput to the serial monitor in us and ms;

break;

throughputUs <—

end

send cancellation request to FTD;
numTrials < numTrials + 1;

save value of numTrials in NVS;
if numTrials < 1000

do software restart and start next trial;
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Algorithm 7: FTD - Throughput Observe

start CoAP server;

create route to capture packets at URI temperature;

subscribed < false;
token < 0;

sequenceNum < 0;

while true do
if received subscription request from border router
subscribed < true;

token <— generate random token to represent observe subscription;
temperature <— random temperature in between 68-74°F;

send ACK with temperature and sequenceNum as payload;

wait for 1 second;

@

lif subscribed = true
if received cancellation request from border router
Cancel subscription with token value token;
subscribed < false;
else
temperature <— random temperature in between 68-74°F;
sequenceNum < sequenceNum + 1;
payload < temperature and sequenceNum;

send notification with payload to border router;

wait for 1 second;

end
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Algorithm 8: Border Router - Packet Loss Observe

if first trial in experiment
numTrials < 0;

save value of numTrials in NVS;

socket <— socket with F'TD;

numReceived < 0;

send observe request to FTD to subscribe to temperature endpoint;
if failed to subscribe to temperature endpoint

‘ do software restart and redo current trial;

while true do
if receive Non-Confirmable notification
‘ numReceived <— numReceived + 1;

elif receive Confirmable packet
1000 — numReceived

1000 ’
Print packetLoss to serial monitor;

break;

packetLoss <

end

send cancellation request to FTD;
numTrials < numTrials + 1;

save value of numTrials in NVS;
if numTrials < 1000

do software restart and start next trial;
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Algorithm 9: FTD - Packet Loss Observe

start CoAP server;

create route to capture packets at URI temperature;

subscribed < false;
token < 0;

sequenceNum <— 0;

while true do

if received subscription request from border router

subscribed < true;

token <— generate random token to represent observe subscription;
temperature <— random temperature in between 68-74°F;

send ACK with temperature and sequenceNum as payload;

wait for 1 second;

for sequenceNum =1 to 1000 do
temperature <— random temperature in between 68-74°F;
payload < temperature and sequenceNum;
send notification with payload to border router;
wait for 1 second;

end

payload <— temperature and sequenceNum;
send Confirmable notification with payload to border router;

lif subscribed = true

@

if received cancellation request from border router

Cancel subscription with token value token;

subscribed < false;

end
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4.5 Energy Consumption Tests
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Figure 4.3: The floor plan of the ADU. The green circle numbered one corresponds
to the location of the Border Router. The yellow circle numbered two corresponds
to the location of the nRF52840 802.15.4 sniffer. The blue circles labelled 3, 4,
and 5, corresponds to the locations of the sensor for the front door, the air quality

monitor, and the window sensor, respectively.

The Energy Consumption experiments measured the average energy usage of
SEDs in a simulated smart home network. The SEDs acted as battery powered
devices that were in deep sleep, only waking up to send data to the Border Router.
The experiments took place in the same single story ADU as the network perfor-
mance experiments, and consisted of three ESP32-H2s functioning as SEDs, and
an ESP Thread Border Router. The devices were mapped to commercial Thread

devices, as shown in Table 4.2. The devices will be referred to by the specific
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numbers they are identified as in the table, and placed in the ADU with respect

to their roles.

Device Number | Thread Device Type | Commercial Device
1 Border Router Amazon Echo® [54],
Coogle Nest Hub? [112]
3 SED Eve Motion? [104,114]
4 SED Eve Room® [104, 115]
5 SED Door & Window Sensors®
[104,116,117]

Table 4.2: Mappings between the devices used in the experiments to the corre-

sponding commercial devices.

The workload of the SEDs simulated the network traffic of a real-life smart
home in accordance to the role they were assigned in Table 4.2. SEDs (3) to (5)
functioned as battery powered sensors and only sent packets in the following two

scenarios:

e Scenario 1: The SEDs sent packets to border router (1) to report the status

of their battery life exactly once per day.

e Scenario 2: The SEDs sent packets informing border router (1) whenever

an event has occurred.

3The 4th Generation Amazon Echo [54] and Google Nest Hub Max and 2nd Gen [112] support
Thread border router functionality.

4The Eve Motion sensor [114] is a battery powered indoor and outdoor motion sensor.

5The specific corresponding products are the Aqara Door and Window Sensor P2 [116] the
Eve Door and Window sensor [104,117].

6The Eve Room is a sensor used to report the temperature and air quality inside a home
[104,115].
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These were based on Betzler et al. [118], which evaluated the performance of Zig-
bee networks: the researchers state that every smart home network contains two
types of in-flight packets: packets which are sent in either a periodic or aperiodic
manner. Scenarios 1 and 2 corresponds to packets that were sent periodically and
aperiodically, respectively.

Each experiment simulated 365 days, or 1 year’s, worth of smart home network
activity in a short period of time. The timescale in the experiments were com-
pressed by equating 30 seconds to represent 1 day’s worth of smart home network
activity. To simulate 1 year’s worth of smart home network activity when a single

day is compressed to be 30 seconds long:

30 second - 365 days = 10950 seconds (4.1)

10950 seconds <+ 60 minutes = 182.5 minutes (4.2)

Each experiment was set to have a duration of exactly [182.5] = 183 minutes.
Since 1 day’s worth of smart home network activity was simulated in 30 sec-
onds, and Scenario 1 packets were sent once per day, each SED sent a Scenario
1 packet once every 30 seconds. With respect to Scenario 2, the SEDs sent such
packets at different moments with respect to the roles given in Table 4.2. More

specifically, each SED sent Scenario 2 packets under the following conditions:

e Suppose SED (3) was set up such that its motion sensor was enabled only

when I was asleep at night, or when I am outside my home (i.e. the ADU).
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The events which will cause SED (3) to activate is when there is an animal
(e.g. a raccoon) which crosses the ADU in the middle of the night, or when
someone (e.g. a neighbor or delivery driver) arrives at the front door when
[ am not home. We will assume that such occurrences happen, on average,

3 times per month. Thus, these occurrences will happen, on average:

12 months - 3 occurrences = 36 times in one year (4.3)

In each experiment, there will be a total of 36 times in one year in which

SED (3) will send a Scenario 2 packet.

When I am at home, I always open my windows to let fresh air in. When
SED (4), the air quality monitor, notifies me that the outside air is of poor
air quality, I will close my windows. Suppose that such notifications sent by
SED (4) happen, on average, 10 times a year. Thus, there will be a total of

10 times when SED (4) will send a Scenario 2 packet in each experiment.

Suppose SED (5) has been set up next to the window in the bedroom of the
ADU, in order to detect when the window was open, but should be closed.
For example, if the sun has already set, SED (5) will send a notification
to remind me to close the window. There may be moments in which I am
not home and would like to use my smartphone to double-check whether

the window is open or closed. We will suppose that the window sensor will
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inform me that the window is open, or send me the status of whether the
window is open (when I query for it), approximately 12 times a year. As a
result, SED (5) will send Scenario 2 packets exactly 12 times a year in each

experiment.

The pseudocode for Border Router (1) is shown in Algorithm 10. The Border
Router hosted two CoAP endpoints: battery and event, to handle packets sent
by the SEDs under Scenarios (1) and (2), respectively. The pseudocode of the
application layer program running in SEDs (3) to (5) is shown in Algorithm 11.
All SEDs ran the same program, but the variable NUM_EVENTS was set to 36, 10,
and 12 for SEDs (3), (4), and (5) respectively, following the scenarios described

in the bullet points.

Algorithm 10: Border Router Implementation

start CoAP server;
create route to capture Scenario (1) packets at URI battery;

create route to capture Scenario (2) packets at URI event;

while true do
if received packet at URI battery or event then
send a CoAP ACK back to the sender;
end

end
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Algorithm 11: Workload of the SEDs

NumEvents <— number of Scenario (2) packets to send;
wakeup < current timestamp;

if The device just woke up from deep sleep then
deviceld <«

get Universally Unique Identifier (UUID) of device from NVS;
wakeupNum <— get number of wakeups done from NVS;
end
else
deviceld < generate UUID for device;
// Device powering on counts as first "wakeup".
wakeupNum < 1;
end

socket < socket with border router;

interval <— [ 365+ NumEvents];
if wakeupNum (mod NumEvents) =0 then
eventOccurred < true;
payload < eventOccurred and deviceld;
send POST request with payload to border router at URI event;
end
batteryLife <— 100;
payload < batteryLife and deviceld;
send POST request with payload to border router at URI battery;

wait to receive ACK for battery packet;
if sent an event packet then
wait to receive ACK for event packet;
end
current <— current timestamp;
deepSleepDuration < 30 seconds — (current — wakeup);

Go to deep sleep for “deepSleepDuration” seconds;

66



4.6 Independent and Dependent Variables

The independent variables for the Delay, Throughput Confirmable, Through-
put Observe, Packet Loss Confirmable, Packet Loss Observe, and Energy Con-

sumption experiments were:

e The AEAD algorithm used in OpenThread: AES-CCM, ASCON-128a,

ASCON-128, or no encryption algorithm.

e The Transmit (TX) power used by the devices: 20 dBm, 9 dBm, or 0 dBm.
These three TX powers were chosen, as these TX power values are used in
the ESP32-H2 datasheet” [65] when discussing the energy consumption of
the device. In all experiments, every device was set to use the same TX

power.

The dependent variables in each of the experiments were as follows:

e The dependent variable for the Delay experiments was the average delay,

calculated in milliseconds.

e The dependent variable for the Throughput Confirmable and Observe ex-

periments was the average throughput measured in bytes per second.

"The TX power value of -24 dBm is used in the ESP32-H2 datasheet when discussing the
energy consumption of the device. However, the experiments were not able to run at -24 dBm,
as the TX power was too small: the ESP32 Thread devices were unable to communicate with
each other at such a low TX power value.
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e The dependent variable for the Packet Loss Confirmable experiments was
the average packet loss percentage calculated in the 1000 trials that were run
in each experiment. The packet loss percentage of each trial was calculated
from the ratio between the number of ACKs sent by the Border Router and

the total number of requests sent by the FTD.

e The dependent variable for the Packet Loss Observe experiments was the
average packet loss percentage calculated in the 100 trials that were run
in each experiment. The packet loss percentage of an individual trial was
calculated from ratio between the number of notifications received by the
Border Router, over the number of notifications sent by the FTD (i.e. 1000

notifications) in the trial.

4.7 Test Environment

4.7.1 Network Performance Experiments

The testbed for the Delay, Throughput Confirmable, Throughput Observe,
Packet Loss Confirmable, and Packet Loss Observe experiments consisted of a

Dell Optiplex 9020 [121,122] desktop running Ubuntu that controlled, monitored,

8The picture for the nRF52840 development kit came from the Nordic Semiconductors
nRF52840 Product Brief [88]. The pictures of the ESP32-H2 and ESP Thread Border Router
came from the respective Amazon webpages for these two devices [119,120].
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Figure 4.4: The experimental testbed® used to run the Delay, Throughput, and
Packet Loss experiments. The blue dotted lines indicate a USB connection which
enables only data transfer, the yellow dotted lines indicate a wired connection sup-
plying AC power, the pink dotted lines indicate a USB connection which supports
both data and power transfer, and the green dotted lines indicate an Ethernet

connection.

and flash programs’ to the devices used in the experiments. A daisy-chained

circuit of USB hubs and cables connected the desktop computer to each device.

9This setup could theoretically allow the Ubuntu desktop to flash programs to the nRF52840
microcontroller. Throughout all experiments, the Ubuntu desktop only flashed to the ESP32
devices, and not to the nRF52840 sniffer. The nRF52840 sniffer was always running the nRF
802.15.4 sniffer [89] program, which had already been flashed to the device before running any
experiments.
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The central hub of the daisy-chained circuit was an externally powered Vangree
17-port USB 3.0 hub [123].

Only the devices required by the experiment were powered on and placed
throughout the ADU in accordance to Figures 4.1, 4.2, and 4.3.. The nRF52840
packet sniffer was used in all experiments to capture all packets. Each device was
connected to a Wenter 5-port USB hub [124], which was connected to the Vangree
USB hub to enable data transfer between the Ubuntu desktop and the device. To
control whether a device was powered on or off, the external power supply of each
Wenter USB hub was connected to a TP-Link Kasa EP10 smart plug [125]. Long
extended USB cables were used to connect the device to their respective USB hub.

Every experiment was run in an automated manner. The desktop Python
and Bash automation scripts that started and stopped an individual Throughput,
Packet Loss, or Delay experiment. At the end of each experiment, the Python
scripts uploaded all logs of serial monitor outputs to a Synology NAS. GitHub
Action workflows used to remotely instruct the Ubuntu desktop to start an ex-

periment, along with printing out the status of a currently running experiment.
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4.7.2 Energy Consumption Experiments
4.7.2.1 Power Profiler Kit IT (PPK2)

The Nordic Semiconductors Power Profiler Kit II (PPK2) was used to measure
the current of SED (3) in the Energy Consumption experiments. The PPK2 mea-
sures current consumption in milliampere (mA) for a set period of time (or even
indefinitely), and is endorsed by Espressif for measuring the deep sleep current of
ESP32 microcontrollers [126]. SED (3) was connected to the PPK2 by using the
red, black, and brown jumper wires shown in Figure 4.5, and a micro USB cable
connected the device the Ubuntu Desktop, which ran the nRF Connect Power
Profiler application. The Power Profiler application displayed a live view of the
current being measured in real time. SED (3) was powered by the power supply
provided by the PPK2 at 3.3V. At the end of each experiment, the data recorded
by the PPK2 was exported as a .ppk2 file. During post-processing, each PPK2
file was opened in the PPK2 software and exported as a .csv file, which is then

used to calculate average energy consumption in milliampere-hours (mAh).
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Figure 4.5: A picture of the PPK2 (top) and jumper cables (bottom) [127].

4.7.2.2 ESP32-H2 J5 Header

An ESP32-H2 contains a J5 header jumper that must be removed to enable a
measurement device to accurately record its energy consumption; if not removed,
a measurement device will not be able to accurately measure the current for the
device. When the J5 jumper is closed, the PPK2 measures the deep sleep as
consuming an average of ~ 1.21 mA. When the J5 jumper is removed, the PPK2
will record the ESP32-H2 average deep sleep current as ~ 7.5 —8 microampere
(uA), closer to the expected deep sleep current of ~ 7 uA of energy on deep
sleep [65,128]. Tthe ESP32-H2 must not be supplied with 5V of power when the

J5 jumper is removed, as doing so could risk damaging the device [129]; it must
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instead be supplied with 3.3V of power. Thus, PPK2 was set to power SED (3)
with 3.3V in the every experiment.

Ji Pinswvisible

on LED lson “

Figure 4.6: The ESP32-H2 when the J5 jumper it was removed, and when covering
the J5 header pins. The power-on LED is off when the J5 jumper is not plugged
in, even though the device itself was still on (powered by USB).

4.7.2.3 Limitations

The Energy Consumption experiments were run in a manual fashion, the pro-
cess of opening and closing J5 jumper from SED (3) could not be automated. In-
stead, each experiment was manually started and stopped, along with monitoring
and flashing of the SEDs and Border Router with the driver programs [97,98] set
the independent variables needed for current experiment. Since the experiments
were conducted manually, it made it difficult to run multiple trials. Instead, only
one trial was run for each experiment.

In each experiment, the PPK2 measured the energy consumption of SED (3)
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for 190 minutes, instead of 183 minutes. SED (3) was always powered off at
the start of an each experiment, and the Power Profiler user interface is used to
manually instruct the PPK2 to start recording the current, and power on the SED,
in this exact order. If the PPK2 was set to measure the current for exactly 183
minutes, then it would only measure the device when powered on for slightly less
than 183 minutes. To guarantee that the PPK2 measures the power consumption
of the SED after it has been powered on for at least 183 minutes, the PPK2 was
set to measure the energy consumption for 190 minutes. In post-processing, the
results were gathered based on the energy consumption samples starting when
SED (2) was powered on, up until 183 minutes after the moment when the SED

first powered on.
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4.8 Experimental Setup

4.8.1 Network Performance Tests

Section 4.7 describes the most developed version of the automation testbed
that created for the Network Performance experiments. However, the testbed was
iteratively improved between experiments. As a result, the experiments were run

on different testbed configurations. The configurations for each experiment were:

e Configuration 1: A Lenovo Yoga 730-15IWL [130] laptop running Ubuntu
was used, rather than the Dell Optiplex 9020 desktop computer. GitHub
Action workflows were not yet set up. Bash scripts were run start the exper-
iments, and the experiment data were manually uploaded to the Synology
NAS after each experiment. The nRF52840 802.15.4 sniffer was placed near
the Border Router. All Delay experiments were run under Configu-

ration (1).

e Configuration 2: The Dell Ubuntu desktop was used and ran a set of
Python scripts were created to run alongside the Bash scripts in automating
the experiments. Only a single command was needed to run the experiments
in a completely automated manner, but GitHub Action workflows were not
yet used. The nRF52840 802.15.4 packet sniffer was moved from the table

containing the Ubuntu laptop/desktop, to the middle of the room, near
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the door. All Throughput Confirmable experiments where the TX

power was 20 dBm experiments ran under Configuration (2).

e Configuration 3: The automation testbed shown in Figure 4.8. All
Throughput and Packet Loss Observe experiments ran under Con-

figuration (3).

The location of the device operating client in the Delay experiments, and

the FTD in the Confirmable and Observe experiment, remained the same in all

configurations!®.

A\ A RRRY 2

W [sniffer

Figure 4.7: Shown left and right are the setup of Configuration (1) and (2),

respectively.

10The delay server was present in the most developed version of the testbed shown in Figure
4.8, as the Delay experiments were rerun with this configuration. However, before doing such
reruns, I had made modifications to the source code [100], which introduced new bugs and made
the results of the reruns invalid. At the time, the Observe experiments were not yet run, so I
chose to discard these results and used the initial, valid results I had for the Delay experiments.
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Figure 4.8: The locations of the FTD, nRF52840 802.15.4 packet sniffer, Bor-
der Router, and Delay Server in Configuration (3). The abbreviations “BR” and
“DS” are short for “Border Router” and “Delay Server”, respectively. The FTD
remained in the same location throughout the evolution of the testbed, and oper-

ated as the delay client in the Delay experiments.
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4.8.2 Energy Consumption Tests

,: i

it ik

J5 Jumper of SED’3’

N

Figure 4.9: The experimental setup for the Energy Consumption experiments.
SED (4) is not show in this picture, as it is hidden behind the wall past the door.

The Border Router, the SEDs, the nRF52840 802.15.4 sniffer, and PPK2 were
all connected to the Ubuntu desktop using long USB cables. The Ubuntu desktop
was running the Power Profiler software and Wireshark, along with monitoring
the serial monitor output of the Border Router, and the UART'! outputs of SEDs
(4) and (5). To run the experiments manually, I developed and followed a series to
steps which consisted of powering on the devices, setting up the Ubuntu desktop
to record the serial monitor and UART outputs of the devices, setting up the
PPK2 to record the current of SED (3), and uploading all logs and data recorded
by the PPK2 to my Synology NAS. The Kasa smart plugs and the Wenter USB
hubs were not used in these experiments. The Vangree USB hub was still used
to connect the SEDs, Border Router, nRF sniffer, and PPK2 to the Dell Ubuntu

desktop, as the desktop itself had a limited number of USB ports.
"The SEDs were connected to the USB cables via UART [131], as the SEDs kept crashing
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Figure 4.10: The Border Router, the SEDs, the nRF52840 802.15.4 sniffer, and
the PPK2.

when they were flash and monitored through USB serial.
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Chapter 5

Results

This Chapter presents the results gathered from the experiments. The results
of the Correctness Tests showed that the modified implementation of OpenThread
is properly secured by ASCON AEAD. The results of the Network Performance
and Energy Consumption experiments respectively displayed no significant dif-
ference in network performance and energy usage of ESP Thread devices when

LibAscon AEAD is used instead of AES-CCM.

5.1 Correctness Tests

Following the instructions described in Section 4.1, I was able to successfully
decrypt all sample ASCON-128a and ASCON-128 ciphertext payloads that were

sent and received between the ESP32 Thread devices. Thus, the Correctness Tests
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have proven than my modified implementation of OpenThread is properly secured
by the LibAscon implementations of ASCON-128a and ASCON-128. As stated
in Section 4.1, the C programs that were run, along with the sample ciphertexts

that were used, are all publicly available on GitHub [101].

5.2 Network Performance Tests
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Figure 5.1: The results of the Delay experiments.

The results of the Delay and Throughput experiments are shown in Figures
5.1 and 5.2, respectively. The most salient differences in network performance are
exhibited in the Delay experiments, where the highest increase in average delay
was a slightly less than 8% increase when AES-CCM was used at a TX power
of 0 dBm, compared to when plaintext communications was used instead. The
average throughput observed between the different encryption algorithms did not

decrease by more than 5% relative to plaintext communications. The differences
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Figure 5.2: The results of the Throughput experiments.

are less noticeable in the Throughput Observe experiments, where the difference
never exceeded 1%. As shown in Figure 5.3, there was no significant difference
in packet loss when the encryption algorithm was varied; such differences never
exceed 1%, let alone 0.001000%. No packet loss was found in any Packet Loss
Confirmable experiment. This is to be expected, as the use of Confirmable CoAP
requests requires every request sent by the FTD to be acknowledged by the Border

Router.
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Figure 5.3: The results of the Packet Loss Observe experiments.

No major difference was observed in delay, throughput, and packet loss, re-
spectively even when the encryption was changed or plaintext communications
were used. Therefore, the use of LibAscon does not significantly impact network
performance. Such results indicate the feasibility for commercial ESP32 Thread
devices to use a version of OpenThread secured under ASCON without having

their functionality adversely affected.

5.3 Energy Consumption Tests

This section begins with an analysis of the energy consumption waveforms of a
SED over a single wakeup, followed by a discussion of the predicted differences in
battery life when ASCON AEAD is used, compared to AES-CCM. Such analysis
is used to form a hypothesis for the Energy Consumption tests, which is then

examined against the results of the experiments.

83



5.3.1 Waveform Analysis

Figure 5.4 displays the energy consumption waveform diagram for a SED that
sent one Scenario (1) and Scenario (2) packet each, operating at 20 dBm. The
waveform diagram was recorded on the PPK2 at a sampling rate of 100k samples
per second. Using the waveform diagram given in the Thread Battery Operated
Devices whitepaper [45] as a template, the peaks and valleys in Figure 5.4 were
labelled with the corresponding activity of the SED that generated the given
spike in energy consumption. The Wireshark packet capture for all packets that
exchanged between the SED and Border Router is shown in Figure 5.4. The
peaks and valleys in Figure 5.4 are labelled with the number of packet, or group
of packets, numbered by Wireshark.

When the encryption algorithm was varied, the only difference that can occur
is duration for encrypting a packet before transmission, and decrypting a packet
after reception. Thus, when changing in the encryption algorithm, the differences
in energy consumption can only occur when the SED is on wakeup and not on deep
sleep. The waveform diagrams of the SED using ASCON-128a, ASCON-128, and
plaintext communications are not shown!, as they look similar to the waveform

diagram in Figure 5.4.

! The waveform diagrams and corresponding packet captures when the SED is using ASCON-
128a, ASCON-128, and plaintext communications are shown in Appendix Chapter C.
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Figure 5.4: The energy consumption waveform? for a SED during a single wakeup,

along with the corresponding Wireshark packet capture.
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5.3.2 Differences in Battery Lifetime

WETEILRI S main = J Ak 01:52:43 PM

Figure 5.5: The average energy consumption of the SED in milliampere (mA),

under the different encryption algorithms (along with when none is used).

The energy consumption waveforms of a SED which sent one Scenario (1)
and (2) packet each on a single wakeup was recorded® when using AES-CCM,
ASCON-128a, ASCON-128, and plaintext communications. A Python script was
used to obtain the average energy consumption of the SED during wakeup® from
the waveform diagrams, and its output is displayed in Figure 5.5. The duration
that the SED was on wakeup in each of the four diagrams is also shown. In Figure
5.5, the highest average energy consumption on wakeup was when the SED was
secured under ASCON-128a. To obtain the worst case estimate on the difference

in battery life when the encryption algorithm was changed, the battery life of the

3The waveforms used for the calculations in this section are the ones shown in 5.4 and in
Appendix C.
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SED when secured by ASCON-128a will be compared to AES-CCM.

5.3.2.1 Assumptions

Suppose that the SED is a battery powered smart home device that wakes up
once per day sends to Scenario 1 packet on wakeup to report of its battery life —
and an event always occurs when the SED wakes up, a Scenario 2 (event) packet
being sent in the same wakeup®. Furthermore, suppose that the duration of the
wakeup of the SED is exactly 1 second long, regardless if it was using plaintext

communications or an encryption algorithm®.

5.3.2.2 Yearly Energy Usage Under AES-CCM

Since the SED wakes up once per day, where wakeup duration is 1 second long,
the SED will be on wakeup for a total of 365 seconds per year. In terms of hours,

the SED is on wakeup for:

(365 seconds =+ 60 seconds) + 60 minutes = 0.1013888889 hours (5.1)

4The ppk2 files containing the data for each of the waveforms were converted to csv files. The
Python script was run on the csv files to calculate the average energy consumption on wakeup
by taking the average of samples with a current greater than or equal to 9 uA. Even though
the deep sleep current of an ESP32-H2 had its energy consumption at 7 uA [65], in practice,
the observed deep sleep current can be as high as 8.84 uA. A slightly higher threshold of 9 uA
ensured that currents samples not generated from deep sleep were calculated.

5This simplifying assumption is made, as Figure 5.5 shows that the energy consumption of a
SED when Scenario (1) and (2) packets are sent within a single wakeup.

6The wakeup durations shown in Figure 5.5 displays that the wakeup time of a SED is always
less than 1 second when the device is sending both a Scenario 1 and 2 packet, regardless of the
encryption algorithm being used, or none is used at all. A 1 second wakeup time gives an upper
bound on the wakeup duration of a SED.
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The average energy consumption of the SED under ASCON-128a shown in
Figure 5.5 was 31.24167677509521 mA. The energy consumption in milliampere-

hours (mAh)”, when the SED is on wakeup during the course of one year, is:
31.24167677509521 mA - 0.1013888889 hours = 3.167558896 mAh (5.2)
There is approximately:
((365 days- 24 hours) - 60 minutes) - 60 seconds = 31536000 seconds (5.3)

in one year. The SED is one wakeup for 365 seconds in one year. Thus, the SED

will be in deep sleep for:
31536000 — 365 = 31535635 seconds (5.4)
in the course of one year. A time period of 31535635 seconds is equivalent to:
(31535635 seconds + 60 seconds) + 60 minutes = 8759.898611 hours (5.5)

According to Espressif [65,128], the deep sleep current consumption of an ESP32-
H2is ~7uA, or 7-0.001 = 0.007 mA. The energy consumption of the SED during

deep sleep in one year is:

0.007 mA -8759.898611 hours = 61.31929028 mAh (5.6)

I learned how to calculate the energy consumption in mAh, given both the duration and
the current, from an answer in the Electrical Engineering Stack Exchange forum [132].
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The energy consumption of the SED when secured under AES-CCM during the

course of a single year is:

3.167558896 + 61.31929028 = 64.48684918 mAh (5.7)

5.3.2.3 Yearly Energy Usage Under ASCON-128a

In Figure 5.5, the average energy consumption of the SED during wakeup,
when secured under ASCON-128a, was 32.494022857083735 mA. The SED is on
wakeup for 365 seconds in a single year, which Equation 5.1 states is equivalent
to 0.1013888889 hours. When using ASCON-128a, the energy consumption of the

SED on wakeup is:

32.494022857083735 mA - 0.1013888889 hours = 3.294532873 mAh (5.8)

Figure 5.3.2.2 showed that the energy consumption of a SED on deep sleep in
one year is 61.31929028 mAh. This holds true regardless of the encryption used,
since encryption and decryption are never performed during deep sleep.

The yearly energy consumption of a SED secured under ASCON-128a is:

3.294532873 +61.31929028 = 64.61382315 mAh (5.9)
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5.3.2.4 Percentage Differences

When comparing the differences in energy consumption in terms of milliampere
(mA), the following percentage increase when ASCON-128a is used, compared to

AES-CCM, is:

~32.494022857083735
31.24167677509521

(1 -100) = 3.854081372 (5.10)

There is an &~ 3.854% increase in average energy consumption when ASCON-128a
is used, compared to AES-CCM.

The percentage difference between ASCON-128a and AES-CCM becomes sig-
nificantly less when analyzing the energy consumption of the SED over the course

of a year:

64.48684918

— ———————-100) = 0.1965120833 5.11
( 64.61382315 ) % ( )

As shown in Equation 5.3.2.4, there is a ~ 0.197% increase in yearly energy
consumption when ASCON-128a is used, compared to when AES-CCM is used

instead.

5.3.2.5 Battery Lifetimes

When writing this thesis, the search results generated by Amazon, for the
search term “AA Battery mAh”, returned results for batteries that had a capacity
in the range of 600 — 3700 mAh [133]. The capacity of the battery returned as
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first search result is used: the Amazon Basics rechargeable AA battery, which has
a charge of 2400 mAh [134].

When secured by AES-CCM and ASCON-128a, the yearly energy consumption
of the SED is 61.31929028 mAh and 64.61382315 mAh, respectively. The battery

lifetime of the SED is:

2400 mAh
61.31929028 mAh per year

= 39.13939625 years under AES-CCM (5.12)

2400 mAh
64.61382315 mAh per year

= 37.14375474 years under ASCON-128a  (5.13)

The difference in years of battery life between ASCON-128a and AES-CCM is

39.13939625 — 37.14375474 = 1.99564151 years, which is equivalent to:

(1.99564151 years- 365 days) = 728.4091511 days (5.14)

and the percentage difference in battery lifetime between ASCON-128a and AES-

CCM is:

37.14375474

"~ 39.13030625) 1V T 0098000 15
(1= 39 13030625 100 = 5-098805044% (5.15)

when a 2400 mAh battery is used to power the SED.

5.3.2.6 Hypothesis

When secured by ASCON-128a, the SED will have a battery lifetime that is

~ 5.099% less than when AES-CCM is used. This equates to a battery lifetime
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decrease of ~ 1.996 years, or &~ 729.409 days, when ASCON-128a is utilized, com-
pared to AES-CCM. These differences arise when a 2400 mAh battery is used by
the SED.

Although a battery lifetime decrease of ~ 1.996 years, or ~ 729.409 days, is
large, such a decrease is not significant when the battery lifetime of the SED
will be more than 30 years, regardless of whether ASCON-128a or AES-CCM is
used to secure the communications of the SED. This leads to the hypothesis that
although there may be an increase in energy consumption and decrease in battery
lifetime, when ASCON AEAD is used compared to AES-CCM, such increases
in energy consumption and decreases in battery lifetime will not be significant.
Thus, there may be no major difference in the energy consumption of the SED
when the ASCON is used, compared to AES-CCM. There may only be a slight

increase in energy consumption when the ASCON AEAD algorithms are used.
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5.3.3

Results

Average Energy Consumption

2.9171
= 2.8331
Z 27501
%/2.667-
£ 2583
£ 2.5001
£ 24171
© 9333
= 2.2501
& 2.1671

2.083

2.000

[ No Encryption
I AES

[0 ASCON-128a
[0 ASCON-128

0 dBm 9 dBm

TX Power (dBm)

20 dBm

Percentage (%)

3.0

2.5

Energy Usage Increase Relative to No Encryption

- AES
ASCON-128a

—--

ASCON-128

9 dBm 20 dBm

TX Power (dBm)

(a) The average energy consumption when the deep sleep current is included in

the calculation of the averages.

Average Energy Consumption (Wakeups Only)

97.51

96.01
= 94.5
E93.01
£ 91.51
2.90.01
Z 88.51
g 87.01
S8
£ 85.51
g 84.0
= 8251

81.01

The results of the Energy Consumption experiments are shown in Figure 5.6.
Every sample current that was recorded by the PPK2 for each experiment was

calculated to obtain the average current, in mAh, that are shown in Figure 5.6a.

[0 ASCON-128a
[ ASCON-128

[ No Encryption
m AES

0 dBm 9 dBm

TX Power (dBm)

20 dBm

Percentage (%)

2.0

1.51
1.0
0.5
0.01
—0.51
—1.0+

—-1.5

0 dBm

Energy Usage Increase Relative to No Encryption
(Wakeups Only)

- AES
ASCON-128a

—--

ASCON-128

9 dBm
TX Power (dBm)

(b) The average energy consumption when the SED is on wakeup.

Figure 5.6: The results of the Energy Consumption experiments.

Only the sample currents which equal to or exceeds 9 uA® were included in the
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calculations in the averages shown in Figure 5.6b to show the average energy
consumption when the SED was on wakeup.

The results show that there was no significant difference in energy consump-
tion when the encryption algorithm was varied. As shown in the line graph in
Figure 5.6a, when the deep sleep currents were included in the calculations of
the average, the increase and decrease in energy consumption would never exceed
2% in either direction. This holds even when the TX power is varied, and the
changes become even less significant when only the wakeup current is accounted
for. The most salient difference shown in the line graph in Figure 5.6b, when the
SED has a slightly higher than 0.5% energy usage increase secured under AES-
CCM, compared to when plaintext communications were used, when operating at
0 dBm.

The TX power was the factor that made a noticeable difference in the energy
usage of the SED. In the bar graphs shown in Figure 5.6, the bars get slightly larger
as the TX power increases. This is observed when analyzing the bars for each
individual encryption algorithm as the TX power is varied. This is not surprising
as the highest peaks in the waveform occur when the device is transmitting the

packets that it plans to send. The TX power used SED limits the amount of

8 Although the deep sleep current of an ESP32-H2 is 7 uA [65,128], in practice, the observed
deep sleep current can be as high as 8.84 uA. A threshold of 9 dBm ensured that no deep sleep
current samples were added in the calculation of the average energy consumption on wakeup in
each experiment.
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energy the device can use to transmit packets [135-137].

The insights gathered from the results of the Energy Consumption experiment
indicate that it is the TX power, rather than the encryption algorithm, which
influenced the energy consumption of the SED. There is no significant difference in
the energy consumption of a SED when an encryption algorithm that is different
from AES-CCM is used in OpenThread, or when plaintext communications is

used, confirming the hypothesis discussed in Section 5.3.2.6.
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Chapter 6

Conclusion

6.1 Conclusion

This thesis shows no significant adverse impact in the network performance or
energy consumption of ESP32 Thread Devices running a version of OpenThread
modified to replace AES-CCM with ASCON AEAD. This result suggests ASCON
AEAD is a viable alternative to AES-CCM in any Thread implementation. In-
deed, IEEE are currently updating the 802.15.4 standard to include ASCON as
an encryption option [16,17].

The ASCON cipher suite was introduced to address the lightweight encryption
problem [18]. NIST has released official versions of ASCON [1,2] AEAD and

hashing that can be mass adopted by the many IoT devices that currently exist
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today and that will be created in the future. Since the IEEE plans to add ASCON
as an optional alternative to AES-CCM in 802.15.4 [16,17], it may be only a matter
of time until commercial devices which operate which under protocols built on top
of 802.15.4, such as Thread [33] and Zigbee [138], will be secured under ASCON.
Given the current state of the Internet of Things (IoT) today, and where it may
head in the future, the contributions of this thesis could potentially be used to

help move the world forward towards a more secure future.

6.2 Future Work

This thesis did not investigate how ASCON encryption can be used to secure
the communications of SSEDs. There currently exists no published academic
research evaluating the network performance and energy consumption of SSEDs.
Future work can investigate how ASCON AEAD can be used to secure SSEDs,
and the impact on network performance and energy usage when ASCON AEAD

is used to secure these devices in place of AES-CCM.
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Appendix A

Challenges & Observations

This section describes the challenges encountered when designing and running
the Network Performance and Energy Consumption experiments, and how they
were addressed. Included are discussions of the interesting observations that were

noticed when running these experiments.

A.1 Network Performance Tests

A.1.1 Network Time Synchronization Errors

The delay client and server rely on the OpenThread network time synchro-
nization feature [107-110] to calculate the delay for each sent and acknowledged

CoAP packet in the Delay experiments. Under OpenThread network time syn-
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chronization, it is responsibility of the network leader for synchronizing the time
of all the devices in a Thread network [109].

Since the delay client performed a software restart after each trial, it would
not be practical for it to have the responsibility of managing network time syn-
chronization between itself and the delay server. As a result, the delay server
was set to be the network leader. This guarantees that the network synchronize
time would not be erroneously altered due to software restarts. To maintain this
invariant, the delay server was always be powered on before the delay client at
the beginning of a Delay experiment, where it will form a Thread network where
it itself was the network leader. Afterwards, the delay client was powered on and
joined the Thread network lead by the delay server.

It was not always guaranteed that the delay server and client could connect into
a single Thread network. When this happens, they formed temporary separate
network partitions until they could find each other again to merge into a single
partition [33,48] — there were cases in which the delay server and client formed
separate partitions that they themselves were the leader of. When the delay
client formed its own partition, it would do a software restart and subsequently
attempt to attach to the network lead by the delay server. It would repeat this
process until it was in the same Thread network as the delay server, then begin the

current experimental trial. In the event there was a network time synchronization
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problem during an experimental trial, the delay client would do a software restart

and rerun the trial.

B(0:32n1(83237) OPENTHREND: [N] Platform—-----: Packet 891 has Delay: 30349 usfl(om
-[8,32m1(83297) OPENTHREAD: [N] Platform—-----: Packet 802 has Delay: 39751 u:'(%n
Bie:32m1(83327) OPENTHREND: [N] -: Packet 803 has Delay: 13423 usf(om
Be:32n1(83377) OPENTHREAD: [N] Packet 804 has Delay: 40273 usfl(om
Bl(e:31nE(83397) OPENTHREND: [C] < - (Y
Bie:31nE(83397) OPENTHRERD: [C] The Network Time Sunc status changed while the current experiment trial is running![l(om
[8;31mE(83397) OPENTHREAD: [C] : There is a problem with this particular experiment trial.[l(om
[8; 31mE(83397) OPENTHREAD: [C] : Going to restart the current experiment trial.[§(om
B(e;31mE(83397) OPENTHREAD: [C] : (m=== === === s===ss=ssszszsmas > Hien
ESP-ROM: esp32h2-20221101
Build:Nov 1 20822

Figure A.1: A network time synchronization error that occurred during a rerun
of the Delay experiment when the TX power was set to 0 dBm, and the LibAs-
con implementation of ASCON-128a was being used. This time synchronization
problem occurred during a rerun of the Delay experiments. As stated in Section

4.8.1, I did not use the results of the reruns in this thesis.

Bl(0:32m1(54283) OPENTHREAD: (N) Platform-——--: Packet 999 has Delay: 18516 usf(em

Bl(0:32n1(54313) OPENTHREAD: [N] Platform-----=: Packet 100@ has Delay: 13430 usf(em

Bl(0:32m1(54323) OPENTHREND: [N) Platform————-: -G

Bl(0:32m1(54333) OPENTHREAD: [N] Platform—-——--: The AVERAGE delay is: 21285 652999999998428 us, orfl(em

Bie:32n1(54333) OPENTHREAD: [N] PL : 21, ns, orflem

Bl(0:32m1(54343) OPENTHREAD: [N] Platfors: : 9.021 - [N

Bl(e:32m1(54343) OPENTHREAD: [N] Pla - Hiew

Bi0:32m1(54373) OPENTHREAD: [N] Platform==——== : Finished running 1000 trials for current experiment.[l(on

B(e: 31me(3111753) AD: [C] Platf - -GN

Bie:31mE(3111753) AD: [C] PL : The Network Time Swno status changed vhile the current experimental trial is running![(em
[0: 31mE(3111763) AD: [C] Plat : There is a problem with this particular experimental trial. [l(em
[0 31mE(3111773) AD: [C] Plaf : Going to restart the current experimental trial.[llem

Bie: 31me(3111783) AD: [C] Pla : -[CH

ESP-RON: esp32h2-20221101

Figure A.2: A network time synchronization error that occurred after the comple-
tion of the 1000th trial of the Delay experiment where the devices were running at
a TX power of 0 dBm, and the AES-CCM encryption algorithm was used. Since
the error occurred afterl the completion of the trial, the results for the trial were
still valid.

IThe Delay experiment for when the encryption algorithm and TX power set to AES-CCM
and 0 dBm, respectively, was the only Delay experiment to have a network time synchronization
error after the completion of the 1000th trial. Since there was a network time synchronization
error, it did do rerun the 1000th trial. However, I did not use the result of the 1001st trial; I
only used the averages of the first 1000th trials when creating the graphs shown in Figure 5.1.
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A.1.2 Experimental Trial Restarts

There were times in which a trial of a Network Performance experiment would

need to be rerun. The reasons a trial rerun would need to occur are described as

follows:

Cause 1:

Cause 2:

Cause 3:

When a trial in a Delay experiment encountered a network time synchro-

nization issue, as described in Section A.

When the delay client (in the Delay tests) or FTD (in the Throughput and
Packet Loss tests) failed to receive an ACK for a Confirmable request that
it sent. For the Delay and Throughput experiments, this occurred in the
middle of a trial. Although Non-Confirmable packets primarily used in the
Throughput and Packet Loss Observe experiments, timeouts did occur at
the beginning or end of a trial, as Confirmable packets that were sent by
the Border Router to set up or end an Observe experiment trial failed to be
ACKed. The timeout period used in all experiments were set the default

values used in OpenThread [139, 140).

As mentioned in Section A, the FTDs in the delay experiments form their
own Thread network partitions when they were unable to find each other.
This does not only happen in the Delay experiments — this problem occurred

in all Network Performance experiments.
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Whenever any of the issues described above were detected, the FTD (in the
Throughput and Packet Loss tests) or delay server (in the Delay tests) performed
a software restart and attempted to reattach to the Thread network - and repeated
this process until was able to successfully attach. An example of this is seen in
Figure A.3. For the Throughput Confirmable in particular, the FTD would do a
software restart and attempt network attachment whenever there was a timeout
when waiting to receive a ACK for a Confirmable CoAP request. An example of

this is displayed in Figure A.4.

PR ATA e T TA s W R TEIE Tt RTTE N1 ¢ e W R

!fB,SZ‘mI(ZBBBé) OPENTHREAD: [N] Mle—————————— : fAittach attempt 1, fAnyPartition reattaching with Active Datasetnlen
Bio.3201(30036) OPENTHREAD: [N] RouterTable-——: Allocate router id A[H(9m

=10,32m1(38936-) OPENTHREAD: [N] Mle—————=———=— : RLOC16 fffe — 0409!10m

Bi0:2201(20036) OPENTHREAD: [N] Mle—-—--——--—v : Role detached —> leader[l(om

OPENTHREAD: [N] Mle—————————— : Partition ID @xé2edcc42(om

OPENTHREAD: [C] Platform ! (SEaEEEEEEEEEEEEEEEEEESEEEEEEEEEEESESESESESESESEsEsEsEsEssEs) (B
Bio:; 31nE(300 OPENTHREAD: [C] Platform-- :
Blio:310E(30066) OPENTHREAD: [C] Platform——-——-:
B(0:31nE(30066) OPENTHREAD: [C] Platform | (eEEEEEEEEEEEEEEEEE RS S E SRS SRS EEEEEEEESEESEEEEEREE >Eom
ESP-ROM: esp32h2-20221161

Bio:32n1(30046)
Bio: 31nE(30056)

Figure A.3: A trial, which occurred in a rerun? of the AES-CCM 20 dBm Through-
put Confirmable experiment, in which the FTD did a software restart since it

formed its own network partition with itself as the leader.

The Border Router performed software restarts in the Observe experiments
when it failed to receive an ACK for any Confirmable CoAP request that it sent?.

Whenever the Border Router failed to receive an ACK for the Confirmable requests

2This trial was run after running the initial Throughput Confirmable experiment. This trial,
or any trial in the same experiment, were not used in the results of thesis due to the reasons
discussed in Section 4.8.1. No results were obtained from that experiment, as the FTD and
Border Router were never able to successfully attach into a single Thread network.

3This approach was taken for as I realized doing so could detect whether the Border Router
and FTD were in the same network partitions using fewer lines of code. In other words, no
extra code needed to be written to check whether the Border Router was the leader of a network
partition.
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------ 2 Fi;)l_e— detached — router.[Bn

>--!-le;32mi(15$e) OPENTHREHD: [N] Mle-———
Partition ID okasca7sbellom

78563  [(0:32n1(1550) OPENTHREAD: [N] Mle-—---
Bio:3201(1568) OPENTHREAD: [N] Platform Started CofiP socket at port 5633.[H(om
B(o:32n1(1568) OPENTHREAD: [N] Platform < >Bem
I[G,BZmI(iSGB) OPENTHREAD: [N] Platform——- Starting the throughput experimental trlal!'[am
B2 3201(1578) OPENTHREAD: [N] Platform——-—-—: < >Bem
Blio:32mI (1650) OT_STATE: Set dns server address: FD95:0277:790D:2::608:80s[(0m

B0.3300(2220) OPENTHREAD: [W] DuaManager----: Failed to perform next registration: NotFound[l[om

Bio;31nE(89728) OPENTHREAD: [C] Platform—-———- : (===s=s=ss=ssssszssssssssssssssssssssssEssssssssssssEsEsEEs >Eom
Bl(0; 310E(80720) OPENTHREAD: [C] Platform—-—-—-: Failed to transmit the CofiP request. Reason: ResponseTimeout[l[om
Bio:310E(82720) OPENTHREAD: [C] Platform------: Going to restart the current experimental trial.[l(om
u[0,31mE(88726) OPENTHREAD: [C] Platform—-—---: < )u[@n

ESP-ROM: esp32h2-20221101
Figure A.4: Software restart performed in the No Encryption 0 dBm Throughput
Confirmable experiment when the FTD experienced a timeout after failing to
receive an ACK for a Confirmable CoAP request that it sent.

that it sent, the Border Router performed a software restart and attached to the

Thread network that the FTD (which was hosting the CoAP Observe endpoint)

was 111.
1(508243) OPENTHREAD: [N] MeshForwarder-: Dropping IPvE UDP msg, len:67, chksum:9b3b, ecn:no, sec:ues, error:Drop, prio:normal
3255 1(50243) OPENTHREAD: [N] MeshForwarder—: sro: [£dd8:91£7:3002:2147:b79c:df09:8405: 71b6) :SM
1(58243) OPENTHREAD: [N] MeshForwarder-: dst: [fdd8:91f7:3002:2147: faeS:4afc:8ffc:cb3c) : 5683
E(97733) OPENTHREAD: [C] Platform—---——-: < >
E(97733) OPENTHREAD: [C] Platform------: CofiP Observe Throughput experiment has failed. Reason: ResponseTimeout
E(97733) OPENTHREAD: [C] Platform—-- : Going to restart the current experiment trial.
E(97733) OPENTHREAD: [C] Platform—--———: < >

Figure A.5: A trial in the Throughput Observe ASCON-128a 9 dBm experiment

in the Border Router did a software restart.

A graph of how often software restarts occurred in the Throughput Con-
firmable experiments runs that were run to create the results displayed in Figure
5.2 is shown in Figure A.6. Graphs displaying the number of restarts for the
Packet Loss Confirmable and Delay experiments were not created, as those ex-
periment runs did not have any. However, I did not create restart graphs for the
Throughput and Packet Loss Observe experiments for a different reason: there

were too many experimental restarts. There were a significant amount of restarts
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Number of Experimental Trial Restarts (Throughput Confirmable)
3.00

No Encryption m AES ASCON-128a ASCON-128
2.75 4

2.50 1

1.50 1

Number of Restarts

1.00 1

0.75 1

0.50 1

0.25 1

0.00 T T T
0 dBm 9 dBm 20 dBm

TX Power (dBm)

Figure A.6: The number of software restarts done in each Throughput Confirmable

experiment due to a error caused by Cause (1), (2), or (3).

which occurred in reruns of the Throughput Confirmable and Delay experiments.
However, I did not use the results of these reruns due to the reasons highlighted
in Section 4.8.1.

Sometimes, the software restarts were able to resolve the network connectivity
issues between the FTD and Border Router, and the trial was able to success-
fully after one or more subsequent (even sometimes many) software restarts. An

example of this is shown in Figure A.7.

4 Although the tmux terminal showed that only two restarts occurred, in actuality, there were
‘assertion failures’ that occurred, and the FTD had to do a restart that occurred. Even with
these issues, the Border Router and FTD were able to eventually connect into a single Thread
network and successfully continue running trials, as indicated by the lines Trial 1 is now
complete and onwards. Further explanation about the odd trial numbering and the “assertion
failures” is discussed in Appendix B.
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t the trial.
t the trial.

Figure A.7: Restart errors® that occurred in the AES-CCM 20 dBm Throughput
Observe experiment. These terminal shown is the tmux terminal of the Ubuntu

Desktop while it is currently running an experiment.

However, it was not always the case that doing software restarts would even-
tually enable that the FTD and Border Router are connected to the same Thread
network. There were runs in which the Thread devices would never be able to
attach into a single Thread network. In these events, I had to manually intervene
by powering off all the devices and rerunning all the automation scripts. This
process of manual intervention was repeated until the devices were able to attach
to a single Thread network together and successfully start running experimental
trials.

For the Throughput and Packet Loss Observe experiments, there were mo-
ments in which there would be n trials would successfully be completed, for
0 <n < 100. However, there would be a network error in the n+ 1th trial, and
the Border Router would keep on performing software restarts and not able to

reattach to the network. In such events, I saved the data I had so far, and did
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manual intervention to run the remaining 100 — n trials®. These separate sets of
data were used in the results for the Observe experiments, shown in Figure 5.2

and 5.3.

A.1.3 Setting TX Power

The commit IDs for the versions of the fork® of ESP-IDF [95] that were used in

each experiment are listed as follows, in exactly the order in which the experiments

were I"UH7I

1. Delay: aa8f5£f533667ec3dcf446d2cc5c8e785cc09676b

2. Throughput Confirmable: 58f5dc26e3614db3a55d6a6f413195£72d2481de
3. Packet Loss Confirmable: 26£653e472bedbf038a86bf358597242c4095¢18
4. Throughput Observe: 9b33081ad38dae47ee01d6420881e1fcde948b47

5. Packet Loss Observe: 9b33081ad38dae47ee01d6420881e1fcde948b47

As each of these experiments were run, the commit of the ESP-IDF fork used in

the experiments was update to keep the fork in up to date with the latest changes

°T actually ran more than the remaining 100 —n trials to gather more data, but in thesis,
only the results for the first 100 trials were used.

6The commit IDs of the OpenThread fork, were not specified since the fork of the Espressif
OpenThread fork is included as a git submodule to the ESP-IDF fork.

"Reruns were done for the Delay experiment after initially running the Throughput Con-
firmable experiments. However, the results of the reruns were not used (for reasons described
in Section 4.8.1), I did not consider these reruns in the ordering shown in the list below.
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that were made by Espressif. The initial plan was rerun the Delay, Throughput,
and Packet Loss Confirmable experiments with the same commit ID used in the
Throughput and Packet Loss Observe experiments to have results that all use
a single, most recent version of ESP-IDF. However, I did not follow through on
this approach, as it was infeasible to keep rerunning experiments. Commits of
ESP-IDF was not changed when running the commits for one particular kind
of experiment; the commits were different only between the different types of
experiments. All Delay experiments were run at the exactly same commit, and
this applies for the Throughput Confirmable, Throughput Observe, Packet Loss
Confirmable and Packet Loss Observe experiments as well.

To the best of my knowledge, there was only one difference between the com-
mits which did affect the experiments: with respect to when the TX power could
be set. Beyond this difference, there were no other noticeable differences between
the commits of my ESP-IDF fork that has affected the results of the experiments.
I was able to work around this difference and reran the necessary experiments to
gather valid data for all Network Performance experiments.

The first set of experiments which were run were the Delay and Throughput
Confirmable experiments. Using the OpenThread Radio Configuration API [135—
137], the maximum TX power of the ESP32-H2 and ESP Thread Border Route

was set before the OpenThread main loop has been launched [62]. This enabled
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WD, 94ME \TOT) UFENIINGIL . URETHIINEEU SLLEUTieu LU TELIT ggiom

Bli0.3201(449) OPENTHREAD: [N] Mle-----------: Role disabled —> detached[l](om

BisnBli0:3201(459) OPENTHREAD: [N] Platform=————=: < >Hliom
B(0:32n1(459) OPENTHREAD: [N] Platform=--———- : Cipher Suite: AESHiem
Bi0:32n1(459) OPENTHREAD: [N] Platform=-—--- : Max TX Power is: 20 dBnfH(em

Bi0:3201(459) OPENTHREAD: [N] Platform=-—--- : Current Test: Throughput Observe (Non-Confirmable)[liom
=[8,32m1(459) OPENTHREAD: [N] Platform— :

B(0:3201(459) OPENTHREAD: [N] Platform—-—---: (sssssssssssssss=== sssssssassssassssssssssssssEnEs >Eiom

Bio:3201(509) OPENTHREAD: [N] Platform- ;. sssssssssssssssssss==[Thread Network Key: len=016]sssssssssssssssssss==s[(om
Bi0:3201(589) OPENTHREAD: [N] Platform--—---: | 34 7D 19 7B F3 31 47 9C | C1 EB D2 B2 71 15 6E ©C | 43.1.16.....q.n. |Hien
Bi(0:32n1(589) OPENTHREAD: [N] Platform : Bion

Bio:32m1 (509) main_task: Returned from app_main()[H(om
Bio:32m1 (529) OT_STATE: netif upflien

--------- FTD KConfig Variables —-————————
CONFIG_THREAD_ASCON_CIPHER_SUITE=A
CONFIG_TX_POWER=2

CONFIG_EXPERIMENT=S

# CONFIG_OPENTHREAD_TIME_SYNC is not set

Charlina "nothon?"

Figure A.8: The TX power of the FTD was at 20 dBm, even though it should
have been set to 9 dBm, in this (invalid) run of the AES-CCM 9 dBm Throughput

Observe experiment.

the delay client and delay server in the Delay experiments, and the FTD and
Border Router in the Throughput Confirmable experiments, to use the desired
TX power when attaching to the Thread network and once connected to the
Thread network.

To ensure that TX power had been set to the desired value, the OpenThread
Radio Configuration API was used to query for the maximum TX power that
was set after the API was used to set the TX power. When initially running the
Throughput Observe experiments, I observed that the TX powers were not set to

the correct value. Examples displaying this issue are shown in Figures A.8 and

A.9.

SSurprisingly, after the first trial, the TX power was able to successfully set at 9 dBm, and
remained at 9 dBm for all subsequent trials.
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1(33184) OPENTHREAD: [N] Platform—-—--- : Started CofiP service at port 5683.

1(33184) OPENTHREAD: [N] Platform—--— o >

1(33184) OPENTHREAD: [N] Platform——— : Starting the Throughput Observe experiment trial!

1(33184) OPENTHREAD: [N] Platform—--—

1(33184) OPENTHREAD: [N] Platform--—

1(33194) OPENTHREAD: [N] Platform—-—

1(33194) OPENTHREAD: [N] Platform—-—

1(33194) OPENTHREAD: [N] Platform---

1(33194) OPENTHREAD: [N] Platform-——

1(33194) OPENTHREAD: [N] Platform—-—

1(33204) OPENTHREAD: [N] Platform—--— :

W(33214) OPENTHREAD: [W] Mle--—--—-—-—-: Failed to process UDP: Duvlicated
idf.py build

: ssssssssssssssssssss=|[Thread Network Key: len=016]==s=zssssssssssssssssss

: | 347019 7B F3 31 47 9C | CL EB D2 B2 71 15 6E ©C | 43.{.16.....9.n. |

: Cipher Suite: AES
: Max TX Power is currently: 20 dBm.

CONFIG_THREAD_ASCON_CIPHER_SUITE=8
CONFIG_TX_POWER=2
CONFIG_EXPERIMENT=3

# CONFIG_AUTO_UPDATE_RCP is not set

Executing action: fullclean

Cammiibiveme ankinme: wammiin meawemed ccceacaae -

Figure A.9: For the same experiment shown in Figure A.8, the TX power of the
Border Router was at 20 dBm® when running the first trial, even though it should
have been set to 9 dBm.

Debugging the issue lead to the realization that the TX power remained un-
changed when it was set before the OpenThread main loop has been called. When
I instead set the TX power to when the Border Router and FTD has already at-
tached to a Thread network, then the TX power gets set properly. As a result,
this change was made to ensure that the Throughput and Packet Loss Observe
experiments were running at the desired TX power. This did not affect the results
of the experiments, as the Throughput and Packet Loss Observe experiments do
not begin until the two devices have attached into a single network®.

I was able to ensure that the TX powers have been set to the correct value

at each experimental trial by using the OpenThread Radio Configuration API to

9This fact applies to the Delay, Throughput, and Packet Loss Confirmable experiments as
well.
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query the TX power after it has been set. This TX power value is printed to the
serial monitor and saved in the logs containing the data for each experiment. This
is not only done for the Observe experiments, but for every Network Performance
experiment as well — even in the Delay and Throughput Confirmable experiments,
before this issue even occurred. The logging of the TX power throughout all
experimental trials has enabled me to ensure that the results of the experiments

are valid.

A.1.4 Calling CoAP Observe Response Handler When Un-

subscribing
OPENTHRERAD: [N] Platform=-----=: Subscription: Bx6986, Temperature: 74°F, Type: NON, Packet Number: 1909
OPENTHREAD: [N] 3 s============== >
OPENTHREAD : [N] : Received: 1000 packets
OPENTHRERAD: [N] : Packets Lost: @ packets
OPENTHREAD: [N) Expected: 1000 packets
OPENTHREAD: [N] Packet Loss Ratio: 0.000000000000000

2) OPENTHREAD: [N] -
OPENTHREAD : [W] : Stopped response handler from attempting to proccess an empty CofiP observe request.
OPENTHRERAD: [W] Platform— : Stopped response handler from attempting to process an empty Message Info object.
OPENTHRERAD: [N] Platform—— : Cancelled subscription 8x6986.

2) OPENTHREAD: [N] Platform————— : Trial 67 is now complete.

12) wifi:state: run — init (8x0)
T (40404879 wifiimm mbam  babal slanm bima: GZAG4ATIND e f ABBLIIIRLA e

Figure A.10: Serial monitor output of the response handler returning after receiv-
ing the ACK in response to unsubscribe request. Warning print statements were
added to indicate that the response handler was doing a premature return at the
end of the trial. Shown above is the log of the serial monitor output of the Border
Router during the 67th trial of the No Encryption 20 dBm Packet Loss Observe

experiment.

When sending a CoAP request using OpenThread, a response handler func-

tion must be passed into the call of the otCoapSendRequest() function [140].

110



sending CON packet to c
s unhandled.

Figure A.11: The Border Router crash that occurred when debugging the response
handler unsubscribe issue. Print statements were temporarily added to print to

the serial monitor immediately before the crash occurs.

This applies even when CoAP Observe is used. The subscription request is sent
using otCoapSendRequest () (with the observe header set to the proper value)
and a response handler is passed. All Observe notifications that received are pro-
cessed by the response handler. However, the response handler is additionally
used to receive the final CoAP response from the server after sending a request
to unsubscribe. This is problematic when the final response is an ACK.

In the initial implementation of the Border Router for the Throughput and
Packet Loss Observe experiments, the Border Router was instructed to assumed
that all responses handled by the response handler were notifications, and as
a result, it parsed the packet as a CoAP Observe notification. The response
handler that ran in the Border Router assumed that all responses were Observe

notifications with a token and a payload that stated the simulated temperature of
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the ADU. When it processed an ACK sent by the SED in response to request to
cancel a subscription, it attempted to parse the ACK as a a notification, resulting
in the Border Router crashing, as shown in Figure A.11.

To avoid this issue when the Border Router received a ACK after unsubscrib-
ing, a a boolean variable was added to return true when the current experimental
trial is finished, and false otherwise. When the Border Router finished a trial
and sent the Observe request to unsubscribe, the boolean variable is then set to
true. When the value was set to true, the response handler immediately returned

before processing the packet, prevents such crashes from occurring.

A.1.5 Packet 0 is not Counted in Delay Experiments

[9:32mI(26961) OPENTHREAD: [N]
[9:32mI(27761) OPENTHREAD: [N]
[@;32m1(27761) OPENTHREAD: [N]
[9:32mI(57291) OPENTHREAD: [N]
[9:32mI(57291) OPENTHREAD: [N]
[9:32mI(57311) OPENTHREAD: [N]
[9;32mI(57311) OPENTHRERAD: [N]
[9;32mI(57491) OPENTHRERAD: [N]
[9;32mI(57431) OPENTHRERAD: [N]
[@:32m1(57481) OPENTHREAD: [N]
[@;32m1(57541) OPENTHREAD: [N]
[9;32mI(57581) OPENTHRERAD: [N]
[2;32mI(57621) OPENTHREAD: [N]

. Attach attempt 1, AnyPartition reattaching with Active Dataset[H[om
: RLOC16 fffe — b891=[9m

: Role detached —> childE[on

SR >Elon
: Started CofP socket at port 5683.[H[om

: The Time Sunc Period is 3@ seconds.[l[om

< >Eon
: Packet @ has Delay: 68948 us (going to skip)(om

: Packet 1 has Delay: 18187 usﬂlem

: Packet 2 has Delay: 39173 usfl(om

: Packet 3 has Delay: 30429 usﬂ[@m

: Packet 4 has Delay: 39439 usfl(om

: Packet S5 has Delay: 20329 usfl(om

Figure A.12: A portion of the log for the first trial of the delay experiment when
the cipher used was AES-CCM and the TX power was set to 20 dBm. The Oth
delay is an outlier relative to the few other delays shown in this portion of the log.
The Oth delay having a significantly larger delay was a trend observed in every

trial, regardless of the independent variables.

Each experiment consisted of 1000 trials. In each trial, the delay client sent
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a total of 1000 Confirmable CoAP requests to the delay server. The network
synchronized timestamp is given in microseconds [110]. The delay client never used
the delay in the Oth request in each trial when calculating the average delay. The
first delay that is calculated (when ¢ = 0) was always an outlier. This observation
was seen in all delay experiments that were conducted, an example of which is
shown in Figure A.12. The average delay was calculated for packets with sequence
number in the range 1 <7 < 1000, which gave a total of 1000 delays calculating

the average of in each trial.

A.1.6 Malformed and Time Synchronized Packets

101
102

186.450942
186.500718

IEEE 80. 3
6LOWPAN

Ack
Data, Src: 9a:94:4c:ab:ba:37:5¢:07, Dst: Broadcast

9a:94:4c:ab:ba:37:5¢:07 Broadcast

186.510848 feB80::9894:4cab:ba37:5c07 Data Response[Malformed Packet]
104 186.540723 fdde:ad0@:beef:: ff:fedd: fcod fdde:aded:be.. CoAP 34 ACK, MID:35064, 2.04 Changed, TKN:84 30, /a/sd
105 186.542265 1EEE 80. 3 Ack
106 186.870860 fdde:ad0@:beef:0:fae5:4afc:8f.. fdde:ad@@d:be.. CoAP 54 NON, MID:51353, 2.05 Content, TKN:67 86, /temperature
107 186.873042 IEEE 8O- 3 Ack

Figure A.13: A malformed MLE packet sent during the AES 20 dBm Throughput

Observe experiment.

Frame 103: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) 60 00 00 00 00 88 11 ff
IEEE 802.15.4 Data, Src: 9a:94:4c:ab:ba:37:5¢:87, Dst: Broadcast @ 98 94 4c a6 ba 37 5c 07
6LOWPAN 20 00 20 02 09 00 0@ 01

. 89 15 52 1f af 02 00 0@
Internet Protocol Version 6, Src: feB0::9894:4cab:ba37:5¢c07, Dst: ffO2::1 ) 8b 73 48 1 82 d1 14 67
User Datagram Protocol, Src Port: 19788, Dst Port: 19788 2050 cd 3e 29 64 7b 63 f6 30

Mesh Link Establishment
Security Suite: 82.15.4 Security (9x89)
Auxiliary Security Header
Command: Data Response (8)
TLV (Source Address = c8:00)
TLV (Leader Data)
TLV (Active Timestamp)
TLV (Network Data)

) cf ed de 39 7c 25 71 <9
0 Sf fe f8 80 06 8f 63 08

[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed)

fe 80 00 00 00 00 00 00
ff 02 00 00 00 00 00 00
4d 4c 4d 4c 0 88 71 15
00 20 01 12 ca de fo 09
47 eb 58 d4 fb 33 4c 8@
16 20 54 dc 71 €2 e cc
59 e4 87 c¢7 16 6f cf 24
9 8b 42 56 fb 1b 3d 6e
54 dc 48 28 61 fd 18 d1
7e 3d fa 67 58 52 be 84
6c 84 4f e4 27 0b Oe Oc

LN
MLML
R
sH-- g G- X 3L
>)d{c® - T-q~
}ooxmE- Y08
=n

ComHo TH(a
N9|%q- ~=-gXR
e 1ot

Frame...| Docry.. | Docry... | Decry... | Docry.. | Decry... | Reass.. | Dacry... | Doery.. | Docry... | Decry...|

Figure A.14: Details of the malformed packet shown in Figure A.13.
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136784
136785
136786

136788

136789 39531.278423 IEEE 802.15.4 3 Ack
136790 39531.386194 fdde:ad00:beef:0: fae5:4afc. fdde:addd:beef:0:b79c:dfc9. CoAP 55 NON, MID:24657, 2.85 Content, TKN:3a bb, /temperature
136791 39531.388409 IEEE 802.15.4 3 Ack
136792 39531.416122 fdde:ado@:beef:0:fae5:4afc. fdde:add@:beef:8:b79c:dfcI. CoAP 55 NON, MID:24657, 2.85 Content, TKN:3a bb, /temperature
136793 39531.418337 IEEE 802.15.4 3 Ack
136794 39532.266185 fdde:ad0@:beef:0:fae5:4afc. fdde:addd:beef:8:b79c:dfcI. CoAP 55 NON, MID:24658, 2.85 Content, TKN:3a bb, /temperature

39530.406144
39530.408358
39530.578067
39530.603476
39531.276209

fdde:ad0@:beef:0: fae5:4afc.

fdde:2d00:beef:0:b79¢:dfcI.
Broadcast

fdde:ad0®: beef:0:b79¢:dfco..

CoAP
IEEE 802.15.4
1EEE 802.15.4
1EEE 802.15.4
[

S5 NON, MID:24656, 2.05 Content, TKN:3a bb, /temperature

Ack

Beacon Request

, MID:24657,

:1d7:7¢:db:07:02:86:b9 (Malformed Packet]
2.85 Content, TKN:3a bb, /temperature

Frame 136787: 13 bytes on wire (184 bits), 13 bytes captured (184 bits)

IEEE 802.15.4 Beacon, Src: da:d7:7c:db:07:92:86:09
~ [Malformed Packet: IEEE 892.15.4)

@ 00 c@ f7 fd 1a b9 B6 d2 @7 db 7c d7 da I

[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed)

Figure A.15: A malformed 802.15.4 Beacon
20 dBm Throughput Observe experiment.

Response frame seen during the AES

53209 c: S8 Unknown (63)
74 8853 fede. B 8:9606 f MLE 61
75 248.501965 fe80::9823:2275:02fc: 8840 ffo2: MLE 67 Advertisement
76 264.381740 fe80::9823: aa75:21c: 8840 1102::1 MLE 67 Advertisement
77 266.202090 fe80: :5480:2d12:2908: 9606 1102::2 MLE 61 Link Request
Frame 73: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface 0000 63 €
1EEE 802.15.4 Data, Src: 9a:23:2a:75:e2:fc:88:4b, Dst: Broadcast

GLOWPAN, Src: fe80::9823:2a75:e2fc:884b, Dest: ff02::1
Internet Protocol Version 6, Src: fe8@::9823:aa75:e2fc:884b, Dst: ff02::1
User Datagram Protocol, Src Port: 19788, Dst Port: 19788
Mesh Link Establishment
Security Suite: 802.15.4 Security (0xea)
Auxiliary Security Meader
Security Control Field: @x15, Security Level: Encryption with 32-bit Messa
Frame Counter: 603601
Key Identifier Field
Command: Unknown (99)

Figure A.16: A packet with an Unknown command in the encrypted payload of an
MLE packet, seen during the AES-CCM 0 dBm Delay experiment.

When examining packets that were captured by the nRF sniffer in Wireshark,
I would observe MLE packets or Beacon Response frames which were malformed —
packets which contained MLE or MAC payloads Wireshark could not completely
parse. Malformed packets and frames did not appear in the Delay experiments.
The fact that the malformed MLE packets were sent by the Border Router, along
with how the Border Router was not used in the Delay experiments, entails that
the malformed packets and frames too must have been set by the Border Router.

These malformed packets were only observed in the Wireshark packets captures
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of the experiment in which the AES-CCM encryption algorithm was used, and
not when the ASCON-128a, ASCON-128, or no encryption algorithm was utilied,
as Wireshark is only able to properly parse AES-CCM packets. Even with these
malformed packets, there were no issues in the communication between the Border
Router and FTD. As a result, these malformed packets do not affect the validity
experiments in any way.

Int the Delay experiments, packets whose payloads were labelled with Unknown
commands were seen in the packet captures of the AES-CCM Delay experiments.
Given that these packets were only seen in the Delay experiments, such MLE
packets must be sent as a part of time synchronization feature in OpenThread.
This can be inferred since the Delay experiment is the only experiment in which
time synchronization was used. The fact that the commands were labelled as
Unknown further implies this conclusion, as the time synchronization feature is
not an official a part of the Thread specification [108]. Since time synchronized
packets are not officially part of Thread, it may be that Wireshark may not know

how to properly decrypt MLE payloads involved in network time synchronization.
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\
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, L A Tkl
20mA L 1, ‘qull_\l;".ln \\. I’ M |
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WINDOW SELECTION SELECT ALL
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Hold SHIFT+LEFT CLICK and DRAG to make a selection

Figure A.17: The waveform diagram of SED (3) during the ASCON-128a 0 dBm
experiment. The SED operates at 20 dBm when attaching, then at 0 dBm once
it has attached to the network lead by the Border Router.

A.2 Energy Consumption Tests

A.2.1 Setting TX Power

As mentioned in Section 4.8.2, the ESP-IDF repository was set to the same
commit ID used in the Throughput and Packet Loss Observe experiments. As
a result, the same TX power problem that occurred in the network performance
experimsnts (described in Section A), additionally occurred in the Energy Con-
sumption experiments. Thus, the TX power of the SEDs could only be set after

they have attached to Thread network lead by the Border Router. The SEDs used
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Figure A.18: The waveform diagram of SED (3) during the ASCON-128a 20
dBm experiment. Unlike the waveform shown in Figure A.17, the device always

transmitted at 20 dBm.

a default TX power of 20 dBm to transmit packets to the Border Router when
attaching to the Thread network. Once attached, the TX powers of the SEDs
were set to the proper TX power that is needed for the current experiment.

This does affect the results of the Energy Consumption experiments, since
SEDs used a default TX power of 20 dBm to transmit packets to the Border
Router when attaching to the Thread network. Once attached, the TX powers
of the SEDs were set to the proper TX power that is needed for the current

experiment. To analyze the extent to which this affects'® the energy of the SEDs

10T his does affect the Border Router as well in the manner described in Section A. However,
the TX power set on Border Router does not affect the experiment, as by the SEDs are powered
on, the Border Router has set up a Thread network with itself as the leader and has already set
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over a given wakeup, we need to refer to the waveform diagram and packet capture
shown in Figure 5.4. In the Figure, the packets sent by the SED in order to attach
to the network lead by the Border Router corresponding to packet numbers 371,
373, and 376. The first packet that is sent by the SED once it attached to the
Thread network was an event packet, which was given packet number 377 by
Wireshark.

There were only 3 packets transmitted by the SED to attach to the network
lead by the Border Router. Therefore, there should only be 3 peaks in each wakeup
cycle which would be transmitted with a TX power of 20 dBm — every other packet
will be transmitted with the TX power specified in the given experiment. This
trend can be observed in the waveform diagrams given by the ppk2 data in each
of the experiments. This exact trend when comparing the waveforms shown in
Figures A.17 and A.18.

Since the SEDs do not transmit at the desired TX power until after network
attachment, the results shown in Figure 5.6 displays a less pronounced difference
in energy consumption when the TX power was varied, than what would other-
wise be seen if the SED was operating the same TX power throughout the entire
wakeup. This does not affect the validity of the Energy Consumption experiments.
It further highlights the conclusion that the TX power influences the energy con-

sumption of the SEDs, rather not the encryption algorithm used (or whether none

its TX power accordingly.
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is used at all). Whether the SED was using ASCON AEAD, AES-CCM, or no
encryption algorithm at all, was not a significant factor that affected the overall

energy usage of the SED.
A.2.2 More Attachment Packets Sent on Power On

When SED (3) first powered on, sent several Data Request packets before
it would get a response from the Border Router. This occurs at the beginning
of every experiment. Since the Data Request packets were sent by the SED to
attach to the Thread network, the SED would not have set its TX power yet (for
the reason discussed in Section A). On power on, the SED sent all of its Data
Request packets with a TX power of 20 dBm. Only once the SED has attached
to the network lead by the Border Router, does its TX power get set to the value
required by the given experiment. After the initial power on and the SED went to
deep sleep, the attachment process for every wakeup afterwards was significantly
much shorter, as shown in Figure A.20.

The higher quantity of packets sent before network attachment on power on
would increase the average energy consumption of the SED, especially since such
Data Request packets would always be sent a TX power of 20 dBm. However,
this should not impact the average energy consumption in any significant manner,
since this higher quantity of packets were only sent when the SED first powers

on. Every wakeup after this initial power-on cycle, the SED only exchanged a few
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packets with the Border Router before going back to deep sleep. Thus, this trend
is an interesting observation to note, but does not affect the validity of the results

collected from the experiments.
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Figure A.19: The top figure displays the waveforms generated by SED (3) during
the first two minutes of the AES-CCM 20 dBm experiment. The bottom figure
shows Wirehark packet capture of the higher quantity of back-to-back packets

initially SED (3) at the start of the experiment, resulting in the increased energy

consumption when the device first powers on.
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Figure A.20: The waveforms of SED (3) when first powering on, during the AES-
CCM 20 dBm and 0 dBm experiments are shown at the top and bottom, respec-
tively.
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A.2.3 When a SED is on wakeup for Longer than 30 Sec-

onds
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Figure A.21: SED (3) did not go to deep sleep when it had network connection
issues in the initial run of the ASCON-128 20 dBm experiment. The minimap
is shown to highlight that SED (3) never went into deep sleep. Furthermore,
timestamps are shown to note that SED (3) had a network connection issue 4

minutes into the experiment.

Since 30 seconds will simulate one day’s worth of smart home network activity
in the Energy Consumption experiments, in which each SED will wake up exactly
once every day. As a result, the SEDs must wake up once every 30 seconds in
each experiment. In the driver code for the SEDs [97], they were instructed not
to enter deep sleep until they have attached to the Thread network lead by the

Border Router, and have sent and receive ACKs for the CoAP requests that the
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need to send.

If a SED was unable able to attach to the Thread network lead by the Border
Router, or fail to receive ACKSs for the packets it has sent, then the SED would not
enter deep sleep. In each respective case, it would keep attempting to send packets
until it could attach to the Thread network or receive ACKs for the packets it
has sent. Thus, there were events in which the SED did eventually attach to the
Thread network lead by the SED and receive ACKs for the packets it has sent, and
subsequently enter into deep sleep, but take wakeup cycle took longer 30 seconds.
The occurrence of such an event was problematic, as every SED should only wake
up once every 30 seconds.

To detect when such an issue has occurred, print statements were added to the
driver code of the SEDs to print out an error message to UART stating that the
SED was awake for more than 30 seconds. When this occurs, the error message is
printed out and the SEDs remain awake, not entering deep sleep. This detection
mechanism was used to detect this problem on SEDs (4) and (5). However, it was
not possible to check UART output of SED (3), as it is power was supplied by the
PPK2 and the SED itself was not connected to USB. Since the SED was instructed
not to sleep when this issue occurred, I was able to check for the occurrence of this
problem by occasionally checking the live energy usage monitoring of the PPK2

while an experiment was running. Whenever this issue was detected, I manually

124



intervened to stop and rerun the current experiment.

The event in which a SED was on deep sleep for more than 30 seconds only
occurred once when running the Energy Consumption experiments. The problem
occurred when initially running the LibAscon 128 20 dBm experiment. There was
a moment in which SED (3) had a network connection issue, and as a result, it was
awake for more than 30 seconds. Since the problem has occurred, SED (3) did not
go into deep sleep, as shown in Figure A.21. T manually intervened to stop and
rerun the ASCON-128 20 dBm experiment. The results of the reran experiments
was used in the results for this thesis and not the experiment in which the issue,

shown in Figure A.21, had occurred.
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A.2.4 Malformed Packets

175 52.339552
176 619

4 Ack

Child 1D Res,

nse [Malformed Packet]

177 52.359401 IEEE 802.15.4 3 Ack
178 52.466299 fdde: HH :0:079¢ 5:71b6 CoAP 76 CON, MID:51880, POST, TKN:41 c4, /battery
179 52.469186 IEEE 802.15.4 3 Ack .
Frame 176: 104 bytes on wire (832 bits), 184 bytes captured (832 bits) on interf. 0000 69 dc 1c fd 1a d@ cb 19 ¢2 29 20 33 86 b9 86 d2 1 )3
IEEE 802.15.4 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d0 7 db 7c d7 da d bf 91 31 01 01 dc ¢@ 11 8 1d | 1
GLOWPAN 22 fa 40 f4 bd 53 41 52 46 64 55 b2 8 7c 63 05 @ SAR FdU- - |c
Internet Protocol Version 6, Src: feBd: :d8d7:7cdb:7d2:860, Dst: fe8::8433:2029 R S T M e ke
User Datagram Protocol, Src Port: 19788, Dst Port: 19788 3 6f al 18 7c Bl 5a 86 45 91 2a 97 be 48 01 73 0 ]2 Ex Qs
Mesh Link Establishment 40 Bc eb 04 68 5f 9e 13 e h

[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed)

Figure A.22: A malformed Child ID response

during the AES-CCM 0 dBm experiment.

13. 5798.395753 fe80::88df:5c57:b54d:1679 fe80: :d8d7:7cdb: 7d2: 8669 MLE

13- 5798.398095 IEEE 802.15.4

13. 5798.505760 @x6c@l ox6ced IEEE 802.15.4

13- 5798.506855 TEEE 802.15.4
« 130 5798.535214 da:d7:7c:db:07:d2:86:b9 Ba:df:5¢:57:05:4d:16:79 GLOWPAN

13. 5798.539637 IEEE 802.15.4

13 5798.545920 0x6c01 Ox6ced IEEE 802.15.4

IEEE 802.15.4

packet sent by the Border Router

Data Request
Ack
Data Request
Ack
Data, Src: da:d7:7¢:db:@7:d2:86:b9, Dst: Ba:df:5¢:57:b5:44:16:79
Ack
Data Request
K

13_ 5798.578675 IEEE 892.15.4 3 Ack
13. 5798.592763 @x6c01 X600 IEEE 892.15.4 20 Data Reauest

Frame 13877: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interf. 0000 79 dc 38 fd 1a 79 16 4d bS 57 5c df 8a b9 86 d2

IEEE 892.15.4 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: Ba:df:5c:57:b5:4d:16:79 9910 97 db 7c d7 da Od e 25 31 01 01 62 7b @8 b7 b3

SLOWPAN 2020 e6 80 78 fe 83 b7 e9 bd 10 d5 c7 50 ff 9e a3 9 .
Internet Protocol Version 6, Src: feBO::dBd7:7cdb:7d2:8609, Dst: feB0::8801:5¢57 oy b.'i : ;; g & g :3 :: ; g g :: : :: = : 5
User Datagram Protocol, Src Port: 19788, Dst Port: 19788 2050 8 d1 85 68 94 Oc 8f 76 46 5 37 b2 00 ed

Mesh Link Establishment
Security Suite: 802.15.4 Security (0x@e)
Auxiliary Security Header
Command: Data Response (8)
TLV (Source Address = 6c:00)
TLV (Leader Data)
TLV (Active Timestamp)
TLV (Network Data)

[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed)

Figure A.23: A malformed Data Response packet sent by the Border Router

during the AES-CCM 9 dBm experiment.
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Similar to the network performance experiment (as described in Section A),
malformed packets were sent by the Border Router in the energy consumption ex-
periments. The SEDs were able to process the malformed MLE packets without
any issues. Thus, the malformed packets did not have any noticeable or signif-
icant effect on the Energy Consumption experiments. Interestingly, there were
no malformed Beacon Response packets that were in-flight observed during the
AES-CCM experiments. However, malformed MLE Child ID Response packets

were seen by Wireshark during these experiments.
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Appendix B

Assertion Failures in Observe

Experiments

To ensure that each trial Throughput and Packet Loss Observe experiments
were running as intended, mechanisms were added to the Border Router and FTD
to ensure this is the case. When this is not the case, these mechanisms will result
in warnings and errors to the serial monitor outputs of the respective devices. I
manually intervened to stop and rerun an experiment as described in Section A
when seeing these warning and error messages.

When the Border Router has established a subscription with the FTD, and
up until it cancels its subscription, the only CoAP packets that it should receive

were notifications of the simulated temperature of the ADU. This invariant was
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enforced during the life of the subscription between the Border Router and F'TD by

the following assertion function, written the source code of the Border Router [99]:

void assertNotification(otMessage *aMessage,

Subscription *subscription)

uint64_t token = 0;
memcpy (&token, otCoapMessageGetToken(aMessage),
otCoapMessageGetTokenLength(aMessage)) ;

assert(token == subscription->token);

uint16_t payloadLength = getPayloadLength(aMessage) ;
assert(payloadLength == sizeof (Fahrenheit));

return;

3

When any of the assertions fail, ESP-IDF by default printed an assert failed
error and a software restart occurred. An example of an assertion failure is shown
in Figure B.4.

With respect to the FTD, when it has an already established subscription
with the Border Router, it should not expect to receive a CoAP request from the
Border Router with a different subscription token. The Border Router should not
need to establish a new CoAP Observe subscription with the FTD. Thus, when
receiving a CoAP Observe request with a token that was different from the token

it has already given the for a previous subscription, the FTD printed a warning
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on the serial monitor!, the subscription request, as shown in Figure B.3.

When an assertion error occurs on the Border Router, and warnings about
receiving a new observe subscription request when a subscription has already been
established, were displayed in the serial monitor outputs of the FTD and Border
Router, respectively, I manually intervened to stop and rerun the experiments (as
I have described in Section A). However, there was a case in which I did not need
to do manual intervention: when running the Throughput Observe AES-CCM
20 dBm experiments. Even with the warnings and assertion errors, the devices
were both able to eventually attach to a single Thread network and ran successful
experimental trials afterwards.

The problems began after the 46th Throughput Observe AES-CCM 20 dBm
experimental trial was completed. When beginning the 47th trial, the Border
Router was unable to set up a CoAP Observe subscription with the FTD. As
a result, the Border Router did a software restart and reattached to the same
network as the F'TD.

However, even though the Border Router did not receive the ACK for its
CoAP Observe request, the FTD received the initial Observe request and created
a subscription, but the Border Router did not receive the piggybacked ACK and

subsequent notifications containing the (simulated) temperature of the ADU.

T had also set up the FTD to also send an ACK to prevent the Border Router from having to
retransmitting the Observe request due to not receiving any acknowledgement. This is because
the Observe subscription requests were always sent in a Confirmable packet.
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1(19952) OPENTHREAD:
1(19952) OPENTHREAD:
1(19952) OPENTHREAD:
1(19952) OPENTHREAD:
1(19962) OPENTHREAD:
1(19962) OPENTHREAD:
1(19962) OPENTHREAD:
1(19962) OPENTHREAD:
1(19962) OPENTHREAD:
1(19972) OPENTHREAD:
1(19972) OPENTHREAD:
W(208252) OPENTHREAD:
W(21242) OPENTHREAD:

0]
)
)
)
[N]
N)
N)
]
)
[N]
[N]
(W)
W]

Platform————-:
Platform———--:
Platform———-—--:

Platform=———-=:

Platform————-=: <

Platform———--:
Platform—————-:
Platform—————-:
DuaManager—---:
DuaManager—---:

Started CofiP service at port S5683.
AS
Starting the Throughput Observe experiment trial!

. mmmsz=sszssssszszsssz==(Thread Network Key: len=016]===szszzzszzzzzzzzzzz=z=
: | 37019 7B F3 31 47 9C | CL EB D2 B2 74 15 6E oC | 43.{.16.....q.n. |

Cipher Suite: AES

Max TX Power is currently: 20 dBm.
<
Failed to perform next registration: NotFound
Failed to perform next registration: NotFound

1 (21812) OPENTHREAD: Platform UDP bound to port 53536
W(22242) OPENTHREAD: [W] DuaManager—---: Failed to perform next registration: NotFound

1 (31362) example_connect: Got IPuvé event: Interface "example_netif_sta"” address: fdOc:S5883:3ceb:d79f:ceSd:a2ff:fe34:72e0,

t

1 (31362) example_connect: Got IPuvé event: Interface "example_netif_sta” address: fdde:ad00:beef:cafe:ceSd:a2ff:fe34:72e0, t

E(89612) OPENTHREAD: [C] Platform———---: <

E(89612) OPENTHREAD: [C] Platform—-—---:
E(89612) OPENTHREAD: [C] Platform————--:

E(89612) OPENTHREAD: [C] Platform———---: <
1 (89612) wifi:state: run = init (8x8)

II (89612) wifi:pm stop, total sleep time: 74172199 us / 86192379 us

Figure B.1: The Border Router failed to establish a CoAP Observe subscription
with the Border Router when starting the 47th experimental trial.

O
Bi0;32n1(46740219)
B0 32n1(46740239)

OPENTHREAD :
OPENTHREAD :

v
[N)
[n)

Platform=————-:
HeshForwarder—:

LIS LLER SULSU APV WAL LUREI UAULTU . gl

Subscription started with token thbva.ﬂlm
Dropping IPvE UDP msg, len:S7, chksum:8687, ecn:no, sec:yes, error:NoRoute, g

'[B,‘ 32m1(46740239) OPENTHREAD: [N]) MeshForwarder—: src: [fddS:91F7:3002: 2147: fae5:4afc:8ffc:cb3c] :5633.[9-
’[8; 32m1(496740239) OPENTHREAD: [N) MeshForwarder—: dst: [fdd8:91F7:3002:2147:b79¢c:dfcT:89c5: 71b6) :5683’[9-
Bi0:3201(46741229) OPENTHREAD: [N] MeshForwarder—: Dropping IPvé UDP msg, len:58, chksum:38%, ecn:no, sec:yes, error:NoRoute, g
.[0;32m1(46741229) OPENTHREAD: [N] MeshForwarder—: sro: [£ddS:91F7:3002:2147: faeS: 4afc:8FFc:cb3c) :5683|[0I
![B;32m1(46741229) OPENTHREAD: [N] MeshForwarder—: dst: [fddS:91f7:3002:2147:b79c :dfc9:84c5:71b6] :5683.[0-

Figure B.2: The FTD established an initial CoAP Observe subscription, but the
Border Router did not receive the initial piggybacked ACK.

Not knowing of that the subscription was already established by FTD, the

Border Router sent another Observe request. However, since a subscription had

already been established, the FTD sent an ACK to the Border Router and printed

a warning to the serial monitor.

OPENTHRERAD : [W]
OPENTHRERAD: [W]
OPENTHREAD: [N]
OPENTHRERAD: [N]

AnEuTunEan

Figure B.3: The warning printed to the serial monitor of the FTD that the Border

Router is request to establish a CoAP Observe subscription when one has already

i

been established.

(=
Platform——-——-:
MeshForwarder-:
MeshForwarder-:

Ry Sy R

Failed to process UDP: Duplicated(om
Received subscription request from token 9x1989 when already subscribed.[l[om
Dropping IPvE UDP msg,

src: [£ddS:917:3002: 2147 : fae5: 4afc:8ffc:cb3c] : 5683l [0m

d_s Passm.msam.Aannn.miam . Lmn_  da_mcaaemas) ceranBlital

len:54, chksum:34f4, ecn:no, sec:yes, error:NoRoute,
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Upon receiving the ACK, there was an assertion failure at the Border Router,
since the ACK was not a piggyback CoAP ACK containing the simulated tem-

perature of the ADU.

A ARV AT VeI e W A1 Y Ve ATIW MWW VI Mt M s e WM el s T M WM Ml W e M At | L 1 e, 3

W(21073) OPENTHREAD: [W] DuaManager----: Failed to perform next registration: InvalidState

assert failed: assertNotification observe_client.c:1089 (payloadLength = sizeof(Fahrenheit))

Backtrace: 8x40375a65:0x3fcbSaed 0x4037d3d1:0x3FcbS5bod 0x403849021:0x3FobS5b20 Bx4201bb7f : 0x3fcbSc40 Bx4201b577:0x3FcbSc70 8x420(

ELF file SHA2S6: Sb9c2ebél

Rebooting. ..
ESP-ROM: esp3253-20210327

Figure B.4: An assertion failure occurs on the Border Router upon receiving a
(non-piggybacked) ACK from the FTD.

As a result, the Border Router did a software restart. This process of the
Border Router sending an Observe request, the FTD printing out a warning and
sending a (non-piggybacked) ACK, followed by an assertion failure at the Border
Router, continues for a total of 464 restarts on the Border Router until the FTD
itself has crashed, as shown in Figure B.5.

After crashing, the FTD performed a reboot and set up the CoAP Observe
endpoint. It did not retain information about the Observe subscription it previ-
ously created before crashing. In the next restart, the Border Router reattached
to the Thread network and sent another CoAP Observe subscription request. The
FTD received the request and created a new subscription. Afterwards, the FTD
and Border Router were able to successfully start and complete the next experi-

mental trial. There were no network connection errors between the Border Router
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Blio:22n1(50180219) OPENTHREAD: [N] MeshForwarder-: Evicting IPvé UDP msg, len:59, chksum:
Bio:32n1(50180219) OPENTHREAD: [N] MeshForwarder-: src: [fdd8:91f7:3002:2147: fae5:4afc
Bi(o;31mE(59180219) OPENTHREAD: [C] Platform————-—— : Failed to create CofiP request.[l[om
Guru Meditation Error: Core @ panic'ed (Store access fault). Exception was unhandled.

Core O register dump:

MEPC . Bx400184d4 RA : Bx400818528 SP . Bx4081e458 OGP : Bx40811c74
TP : Bx4081e598 TO : Bx4206e780 T1i . BxBOooooef T2 : BxBBBAcHE3
Sa/FP . BxB00o0oee Si . BxB00BBe4S A6 . BxB0o0Be34 Al 1 BxBBBBBo0o
A2 . BxBooeoe14 A3 : Bx4001852¢ A4 : BxB0ooee34 AS . BxB0oo00a%
A& : Bx420891f8 A7 . OxD0oooBoa S2 . Bx00000001 S3 1 Bx00000d70
S4 : Bx4081e4d8 S5 : Bx4081e4d? S6 . Ox0000000b S7 . BxB000000b
S8 . Bx0boooooes  S9 . BxB0000008 S10 . Bx00000008 S11 : BxB0000000
T3 . Bx00000008 T4 . Bxffooooes TS : Bx47210238 T6 : Bxf791d8fd
MSTATUS @ ©x000081881 MTVEC : Bx90862001 MCAUSE : 0x00000087 MTVAL . Bx0000003f

MHARTID @ OxB0606008

Stack memory:
4081e450: 0x9081e4d8 Ox4081edd7 OxODDODOOb Ox4206e796 OxODDDOODD OxDOODOOOO OxODDOOOOD O:
4081e470: OxDBOOBA4S OxO0B000G1 BxOABBONNE Ox42042baé OxBOONBON1 OxOBOORBA2 BxOBBAOBGRE O

Figure B.5: The FTD crashes after failing to send, and retransmit, too many
CoAP Observe notifications to the Border Router.

and FTD after these restarts. As a result, the remaining 100 —46 = 54 trials were

able to run to completion without any issues.

1(1022773) OPENTHREAD: [N] Platform——-———:

1(1022783) OPENTHREAD: [N] Platform------: Total Received: 1000 bytes

1(1622783) OPENTHREAD: [N] Plat : Number of r : 1000

1(1022783) OPENTHREAD: [N] Platform———---:

W(1022783) OPENTHREAD: [W] Platform------: Stopped response handler from attemeting to proccess an empty CofiP observe request.
137688 W(1022783) OPENTHREAD: [W] meornl—--——: Stopped response handler from attempting to process an empty Message Info object.

1(1022833) OPENTHREAD: [N] Platform------: Cancelled subscription @xc8fo.

1(1822853) OPENTHREAD: [N] Platform—-———: Trial 1 is now complete.

I (1922853) wifi:state: run = init (@x@)
I (10922853) wifi:pm stop, total sleep time: 542756329 us / 1019410732 us

Figure B.6: After the FTD crash and the Border Router restarts, the two de-
vices were able to attach into a single Thread network and run the remaining 54

experimental trials.

However, due to the repeated restarts, the Border Router had lost information
about the number of successful trials it has completed (i.e. it did not remember

that it has already successfully completed 46 trials). This is because the esp_-

133



restart ()2 function at the end of each trial to invoke a software restart, and
the esp_reset_reason()? function is used to determine whether a software reset
occurred, or if the device has just powered on did a restart due to an error.
According to the ESP-IDF Programming Guide [143], esp_reset_reason() will
return the value ESP_RT_SW when a restart was invoked by esp_reset_reason().

As a result, the ESP_RT_SW was used by the Border Router in the Observe
experiments, the FTD in the Confirmable experiments, and the delay client in the
Delay experiment, to determine when a new experiment has begun, and thus, to
reset the trial count. However, in the particular case of the AES 20 dBm Through-
put Observe experiment, the assertion errors caused esp_reset_reason() to re-
turn a different reason for the reboot, and thus, the Border Router assumed that a
new experiment was beginning. As a result, it had reset the number of completed
trials from 46 to 0.

Nonetheless, this bug in how the restarts are handled did not affect the validity
of the experiment. It only resulted in more trials being run. Rather than manually
stopping the experiment after 54 trials were completed, I let the experiment run
to 100 trials, in which the automation scripts would end the experiments without

the need for any manual intervention. Even though I now had data for 146 trials,

2[ initially learned about the existence of esp_restart() from a forum post in the ESP32
forums [141]

31 initially learned about the existence of esp_reset_reason() from a forum post in the
Arduino forums [142].
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I only used 100 trials to create results shown in Figure 5.2: 46 trials before the
assertion errors and FTD crash, and the 54 trials after the Border Router and
FTD were able to resolve the issues on their own.

The AES-CCM 20 dBm Observe experiment was the only experiment in which
the assertion errors occurred no manual intervention was needed, as the devices

were able to recover on their own.
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Appendix C

SED Energy Usage Waveforms

and Packet Captures

This Appendix chapter contains the waveform diagrams of a SED sending a
single Scenario 1 (i.e. battery) and Scenario 2 (i.e. event) packet each to the
Thread Border Router in a single wakeup. Each waveform diagram is accompa-
nied by a corresponding packet capture diagram showing every packet sent and
received by the SED during the period of time in which energy consumption of
the device was measured. Figure 2 from the Thread Battery Operated Devices
whitepaper [45] is used as a guide and template when labelling the peaks and
valleys for the waveform diagram in Figure C.1. In particular, Figure 2 from the

whitepaper was used specifically determine where the inrush, code and crystal
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startup calibrations, and radio initialization activities occurred in the waveform
shown in Figure C.1. Unlike Figure C.1, the waveform diagrams when the SED
was secured under ASCON-128a, ASCON-128, and when not secured under any
encryption algorithm, are not labelled, as Wireshark is unable to parse packets
that are sent in plaintext, nor decrypt packets sent under the ASCON AEAD al-
gorithms. As a result, these Wireshark packet capture do not give as much useful
information as when the packets were encrypted under AES-CCM. Each wave-
form diagram was recorded at 100k samples per second on the PPK2 and when
the SED was operating at a TX power of 20 dBm, and where the waveforms were
recorded when the SED sent a single Scenario (1) and Scenario (2) each packet

during the single wakeup.
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2
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Mo T
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20mA | LL I T
Code & Crystal 378 | 1 392-393
0nA - Startup 374-375 384
Calibrations  4s50.0ms 350-581 388-389
80 396-397
WINDOW SELECTION SELECT ALL
30.6Tma | 105.63ma = 859.0ms = 26.29mc Hold SHIFT+LEFT CLICK and DRAG to make a selection
average max time charge
371 246.491384 fe80::8433:2029:¢219:cbd0® fe80: :d8d7:7cdb: 7d2:86b9 MLE 98 Child Update Request
372 246.494078 IEEE 802.15.4 31 Ack
373 246.604168 0x6c03 0x6c00 IEEE 802.15.4 48 Data Request
374 246.605263 1EEE 802.15.4 31 Ack
375 246.622999 fe80::d8d7:7cdb:7d2:8609 fe80: :8433:2029:c219: cbde MLE 118 Child Update Response
376 246.626332 IEEE 802.15.4 31 Ack
377 246.724873 fdde:ad0d:beef:0: fdde: :10:b79c:dfc9:84c5: 7106  CoAP 102 CON, MID:42724, POST, TKN:87 e6, /event
378 246.727695 IEEE 802.15.4 31 Ack
379 246.744234  @x6c03 0x6¢00 IEEE 882.15.4 48 Data Request
380 246.745328 IEEE 802.15.4 31 Ack
381 246.763054 fdde:ade:beef:0:b79¢ 71b6  fdde: 1 CoAP 78 ACK, MID:42724, 2.03 Valid, TKN:87 €6, /event
382 246.765108 IEEE 802.15.4 31 Ack
383 246.774220 fe80::8433:2029:¢219: cbdd fe80: :d8d7:7cdb: 7d2:86b9 MLE 87 Data Request
384 246.776563 IEEE 802.15.4 31 Ack
385 246.784178 beef:0: fdde: ad00:beef:0:b79¢:dfc9:84c5: 716  CoAP 104 CON, MID:42725, POST, TKN:cc 81, /battery
386 246.787065 I1EEE 802.15.4 31 Ack
387 246.835105 0x6c03 0x6c00 IEEE 802.15.4 48 Data Request
388 246.836199 1EEE 802.15.4 31 Ack
389 246.853046 da:d7:7c:db:@7:02:86:09 86:33:20:29:¢2:19:¢cb:d0 GLOWPAN 152 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: 86:33:20:29
390 246.857469 IEEE 802.15.4 31 Ack
391 246.864337 @x6c03 @x6c00 IEEE 802.15.4 48 Data Request
392 246.865431 IEEE 802.15.4 31 Ack
393 246.893069 fe80::d8d7:7cdb:7d2:8609 fe80: :8433:2029: c219: cbde MLE 122 Data Response(Malformed Packet]
394 246.896531 IEEE 802.15.4 31 Ack
395 246.910917 @x6c83 0x6¢00 IEEE 882.15.4 48 Data Request
396 246.912011 IEEE 802.15.4 31 Ack
397 246.933054 fdde:adeo:beef:0:b79¢ 5:71b6  fdde: 10z :8dd1  CoAP 78 ACK, MID:42725, 2.03 Valid, TKN:cc 81, /battery
398 246.935109 IEEE 802.15.4 31 Ack

Figure C.1: The energy consumption of a SED for a single wakeup when secured
under AES-CCM, and operating with the TX power set to 20 dBm.
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35 30.222480 IEEE 802.15.4 3 Ack
36 30.325299  @x6c@3 ox6c0e 1EEE 802.15.4 20 Data Request
37 30.326394 IEEE 802.15.4 3 Ack
38 30.355889  fe8@::d8d7:7cdb:7d2:86b9 fe80::8433:2029:¢219:cbd®  MLE 86
39 30.359095 IEEE 802.15.4 3 Ack
40 30.456374  Ox6c03 ox6c0e 1EEE 802.15.4 74 Data, Src: 0x6c@3, Dst: Ox6c00
41 30.459196 IEEE 802.15.4 3 Ack
42 30.465335  @x6c@3 ox6coe 1EEE 802.15.4 20 Data Request
43 30.466429 IEEE 802.15.4 3 Ack
44 30.475304  feB0::8433:2029:c219:cbdd  feB0::d8d7:7cdb:7d2:86b9 MLE 55
45 30.477518 TEEE 802.15.4 3 Ack
46 30.485539  @x6c@3 Ox6coe 1EEE 802.15.4 76 Data, Src: 0x6c@3, Dst: Ox6c00
47 30.488425 IEEE 802.15.4 3 Ack
48 30.505326  @x6c03 Ox6c0e IEEE 802.15.4 20 Data Request
49 30.506420 IEEE 802.15.4 3 Ack
50 30.535933  da:d7:7c:db:@7:d2:86:b9 86:33:20:29:¢2:19:¢b:d@ IEEE 802.15.4 124 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d@
51 30.540355 IEEE 802.15.4 3 Ack
52 30.555474  @x6ce3 ox6coe 1EEE 802.15.4 20 Data Request
53 30.556569 IEEE 802.15.4 3 Ack
54 30.585920  da:d7:7c:db:07:d2:86:b9 86:33:20:29:¢2:19:¢b: d0 1EEE 802.15.4 9@ Data, Src: da:d7:7¢:db:07:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:de
55 30.589254 IEEE 802.15.4 3 Ack
56 30.601083  Ox6c03 0x6c00 IEEE 802.15.4 20 Data Request
57 30.602178 IEEE 802.15.4 3 Ack
58 30.625933  @x6c00 0x6c03 1EEE 802.15.4 50 Data, Src: 0x6c00, Dst: Ox6c03
59 30.627987 IEEE 802.15.4 3 Ack
60 30.635482  Ox6c03 0x6c00 1EEE 802.15.4 20 Data Request
61 30.636576 IEEE 802.15.4 3 Ack
62 30.655943  Ox6c00 0x6¢03 1EEE 802.15.4 50 Data, Src: 0x6c00, Dst: Ox6c03
63 30.657997 1EEE 802.15.4 3 Ack

Figure C.2: The energy consumption of a SED for a single wakeup when packets

are sent in plaintext, and when operating with the TX power of 20 dBm.
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0nA
AB65.2ms
WINDOW SELECTION SELECT ALL
29.42ma | 105.63ma | 865.2ms | 25.46mc Hold SHIFT+LEFT CLICK and DRAG to make a selection
average max time charge

32 30.219069 fe80::8433:2029:c219:cbd® fe80::d8d7:7cdb:7d2:86b9  MLE 70
33 30.221763 IEEE 802.15.4 3 Ack
34 30.313743  Ox6c03 0x6c00 IEEE 802.15.4 20 Data Request
35 30.314837 IEEE 802.15.4 3 Ack
36 30.332086 fe80::d8d7:7cdb:7d2:86b9  fe80::8433:2029:¢219:cbdd MLE 90
37 30.335421 IEEE 802.15.4 3 Ack
38 30.432860 Ox6c03 0x6c00 IEEE 802.15.4 74 Data, Src: 0x6¢c03, Dst: 0x6c0@
39 30.435683 IEEE 802.15.4 3 Ack
40 30.441836 Ox6c03 0x6c00 IEEE 802.15.4 20 Data Request
41 30.442931 IEEE 802.15.4 3 Ack
42 30.451868 feB80::8433:2029:c219:cbd® feB80::d8d7:7cdb:7d2:86b9  MLE 59
43 30.454211 IEEE 802.15.4 3 Ack
44 30.471818 @x6c03 Ox6c00 IEEE 802.15.4 76 Data, Src: @x6c03, Dst: Ox6c00
45 30.474705 IEEE 802.15.4 3 Ack
46 30.481838 Ox6c03 0x6c00 1EEE 802.15.4 20 Data Request
47 30.482932 IEEE 802.15.4 3 Ack
48 30.502091 da:d7:7c:db:@7:d2:86:b9 86:33:20:29:¢2:19:¢b:d@ IEEE 802.15.4 124 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d®
49 30.506513 IEEE 802.15.4 3 Ack
50 30.511931 Ox6c03 0x6c00 1EEE 802.15.4 20 Data Request
51 30.513026 IEEE 802.15.4 3 Ack
52 30.532091 da:d7:7c:db:@7:d2:86:b9 86:33:20:29:¢2:19:¢b:d0 IEEE 802.15.4 94 Data, Src: da:d7:7c:db:07:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d0
53 30.535553 IEEE 802.15.4 3 Ack
54 30.548366 Ox6c03 0x6c00 1EEE 802.15.4 20 Data Request
55 30.549461 IEEE 802.15.4 3 Ack
56 30.572100 Ox6c00 0x6c03 1EEE 802.15.4 50 Data, Src: 0x6c00, Dst: Ox6c03
57 30.574155 IEEE 802.15.4 3 Ack
58 30.581945 Ox6c03 0x6c00 1EEE 802.15.4 20 Data Request
59 30.583039 IEEE 802.15.4 3 Ack
60 30.602095 Ox6c00 0x6c03 1EEE 802.15.4 50 Data, Src: 0x6c00, Dst: Ox6c03
61 30.604150 IEEE 802.15.4 3 Ack

Figure C.3: The energy consumption of a SED for a single wakeup when packets
are secured under ASCON-128a, and when operating with the TX power of 20
dBm.
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@ Lock Y-axis @

120 mA

100 mA

80 mA

60 mA

40 mA

20mA

0nA
WINDOW
30.60ma = 104.88ma
average max

32 30.202795 fe80::8433:2029:¢219: cbde
33 30.205489
34 30.305979  @x6ce3
35 30.307074
36 30.321584 fe80: :d8d7:7cdb: 7d2:86b9
37 30.324918
38 3e.4271371 0x6c03
39 30.430194
40 30.445986  Ox6c03
41 3e.447081
42 30.461586 0x6c00
43 30.463641
44 30.476088 fe80::8433:2029:¢219: cbde
45 30.478430
46 30.482324 ox6ece3
47 30.485210
48 30.547583 0x6c03
49 30.548677
50 30.571591 da:d7:7¢:db:87:d2:86:b9
51 30.576014
52 30.586086  Ox6c03
53 30.587180
54 30.611588 da:d7:7¢:db:87:d2:86:b9
55 30.615051
56 30.627999  Ox6ce3
57 30.629084
58 30.651598  Ox6ce®
59 30.653652

Figure C.4: The energy consumption of a SED for a single wakeup when packets
are secured under ASCON-128, and when operating with the TX power of 20

dBm.

SELECT ALL

Hold SHIFT+LEFT CLICK and DRAG to make a selection

Data, Src: da:d7:7¢:db:@7:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d®
Ack

Data, Src: da:d7:7c:db:@7:d2:86:b9, Dst: 86:33:20:29:¢2:19:cb:d®
Ack

10ms 100ms 1s 3s 10s min
A865.2ms
AB65.2ms
SELECTION
865.2ms = 26.48mc
time charge
fe80: :d8d7:7cdb: 7d2:86b9 MLE 70
IEEE 802.15.4 3 Ack
0x6¢c00 TEEE 802.15.4 20 Data Request
IEEE 802.15.4 3 Ack
fe80::8433:2029:c219:cbdd  MLE 9%
IEEE 802.15.4 3 Ack
0x6¢00 IEEE 802.15.4 74 Data, Src: Ox6c@3, Dst:
IEEE 802.15.4 3 Ack
0x6c00 1EEE 802.15.4 20 Data Request
IEEE 802.15.4 3 Ack
0x6c03 IEEE 802.15.4 50 Data, Src: Ox6c@e, Dst:
IEEE 802.15.4 3 Ack
fe80::d8d7:7cdb: 7d2:8609 MLE 59
IEEE 802.15.4 3 Ack
0x6¢c00 IEEE 802.15.4 76 Data, Src: @x6c@3, Dst:
TEEE 802.15.4 3 Ack
0x6c00 IEEE 802.15.4 20 Data Request
IEEE 802.15.4 3 Ack
86:33:20:29:¢2:19:¢b:d@ IEEE 802.15.4 124
TEEE 802.15.4 3
Ox6c00 1EEE 802.15.4 20 Data Request
IEEE 802.15.4 3 Ack
86:33:20:29:¢2:19:¢b:d@ IEEE 802.15.4 94
IEEE 802.15.4 3
Ox6co0 1EEE 802.15.4 20 Data Request
IEEE 802.15.4 3 Ack
0x6¢03 IEEE 802.15.4 50 Data, Src: Ox6c@e, Dst:
TEEE 802.15.4 3 Ack
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