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Abstract—In response to the security challenges inherent in
the Internet of Things (IoT), in 2023, the National Institute
of Standards and Technology (NIST) has endorsed ASCON, a
cipher suite designed to secure the communications between
resource-constrained IoT devices. Thread, a popular wireless
mesh protocol designed for smart homes and smart buildings,
does not currently support ASCON. We modified OpenThread,
the open source implementation of Thread, to support ASCON.
Compared to the original version of OpenThread, we show
that the energy consumption of battery powered smart home
devices are not negatively impacted when OpenThread is secured
by ASCON encryption. To the best of our knowledge, we are
the first to investigate the potential of ASCON in securing
the communications of smart home devices operating under
OpenThread.

I. INTRODUCTION

In February 2023, NIST announced its endorsement of the
ASCON lightweight encryption scheme for securing resource-
constrained IoT devices, and has published official versions
of ASCON encryption and hashing in August 2025 [1]. The
IEEE Standards Committee is updating 802.15.4 to enable it
to be secured by ASCON; the standards proposal to add this
encryptions scheme: P802.15.4ae, is expected to be submitted
for revisions in December 2026 [2]. Previous research has
separately examined the energy consumption of Thread devices
[3] and the impacts in power and computation when resource-
constrained devices are secured by ASCON AEAD [4, 5]. To
our knowledge, there has not been any research yet which has
explored the feasibility of ASCON in securing battery powered
Thread devices.

For our extended abstract, we describe a comparative study
showing that when OpenThread [6] is modified to support
ASCON encryption, the energy consumption of battery powered
Thread devices is not significantly impacted when compared
to using the original version of OpenThread. Such results
highlight the feasibility for smart home device manufacturers
to follow NIST recommendations in using ASCON AEAD
while not having to be concerned about any adverse impacts
in the functionality and performance of their devices when
doing so. The source code for our modified implementation of
OpenThread and the driver code for our experiments is publicly
available at: https://github.com/UCSC-ThreadAscon.
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Figure 1. The experimental setup. The green circle labelled 1 corresponds to
the location of the Border Router. The yellow circle labelled 2 corresponds to
the location of the nRF52840 802.15.4 sniffer. The blue circles labelled 3, 4,
and 5, corresponds to the locations of the sensor for the front door, the air
quality monitor, and the window sensor, respectively. All data collected by
the Power Profiler Kit II (PPK2) was saved to an Ubuntu desktop computer.

II. EVALUATION

Our comparative study took place in a simulated smart
home environment within a single story ADU. Three ESP32-
H2 development kits were programmed to operate as battery
powered Sleepy End Devices (SEDs), with each playing the role
of a window sensor, front door motion sensor, and air quality
monitor. The ESP32 Thread Border Router board functioned
as the gateway. A nRF52840 development kit, running the
nRF 802.15.4 sniffer software, captured all packets sent by the
devices during the experiments.

For each experiment, the independent variables were:

o The encryption algorithm used by OpenThread: ASCON-
128a, ASCON-128, AES-CCM (which is built into
OpenThread), or no encryption algorithm.

o The TX power used by the devices: 20 dBm, 9 dBm, or
0 dBm.

Our modified implementation of OpenThread supports the
use of ASCON-128a, ASCON-128, and plaintext communi-



cations, while we ran the original version of OpenThread
when using AES-CCM. The dependent variable was the
energy consumption of the front door motion sensor, measured
in milliampere-hours (mAh). The Nordic Semiconductors
Power Profiler Kit II (PPK2) was used to measure its energy
consumption at a rate of 10k samples per second.

Each experiment simulated 365 days, or 1 year’s, worth of
smart home network activity in a short period of time. The
timescale in the experiments were compressed by equating
30 seconds to represent 1 day’s worth of smart home net-
work activity; thus, each experiment lasted for (30 seconds -
365 days) seconds -+ 60 minutes = 182.5 minutes, which we
rounded up to 183 minutes.

The SEDs functioned only sent packets in the following two
scenarios, both of which were based on the classification of
smart home traffic by Betzler et al. [7]:

1) Scenario 1: The SEDs sent packets to the border router
to report the status of their battery life exactly once per
day. This corresponds to sending a packet once every 30
seconds the border router in our experiments.

2) Scenario 2: The SEDs sent packets informing the border
router when an event has occurred. In our experiments,
we suppose that the front-door motion sensor, window
sensor, and air quality monitor detects an event uniformly
36, 10, and 12 times per year, respectively; each of these
are the exact number of event packets that each respective
device sends to the border router in each experiment.

III. RESULTS & DISCUSSION
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Figure 2. The average energy consumption of the front-door motion sensor.
The deep sleep currents are not included in the calculations of the averages.

Encryption and decryption only occurs when the device is
on wakeup; the deep sleep current always remains the same
regardless of the encryption algorithm used. Therefore, we only

display the average energy consumption of the device when it
was awake in Figure 2.

The results show no significant difference in energy consump-
tion when the encryption algorithm was varied. The TX power
was the factor that made a noticeable difference in the energy
usage of the SED — which is to be expected, as the most power
intensive component of a resource-constrained device is its
transceiver. Although the results themselves are non-significant,
they are nonetheless still important: they entail no adverse
impact on the battery lifetimes of battery powered Thread smart
home devices when secured by ASCON encryption instead of
AES-CCM. Therefore, smart home device manufacturers can
be confident in securing their devices using ASCON without
any noticeable effect on their battery lives.

IV. CONCLUSION & FUTURE WORK

In this extended abstract, we showed that there is no
significant adverse impact in the energy consumption of ESP32
Thread Devices running a version of OpenThread modified to
replace AES-CCM with ASCON AEAD. This result suggests
ASCON AEAD is a viable alternative to AES-CCM in any
Thread implementation.

NIST has already standardized the algorithms defined in the
ASCON cipher suite [1]. However, the research described in
this extended abstract was completed before NIST’s standard-
ization of ASCON. Instead, we modified our implementation
of OpenThread to support a third-party implementation of
ASCON: LibAscon [8]. Repeating this research using the
official implementations of the standardized ASCON AEAD
algorithm is left for future work.
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